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Hardware Intel Xeon Platinum 8158 All All All
Hardware Intel Xeon Platinum 8160 All All All
Hardware Intel Xeon Platinum 8160f All All All
Hardware Intel Xeon Platinum 8160m All All All
Hardware Intel Xeon Platinum 8160t All All All
Hardware Intel Xeon Platinum 8164 All All All
Hardware Intel Xeon Platinum 8168 All All All
Hardware Intel Xeon Platinum 8170 All All All
Hardware Intel Xeon Platinum 8170m All All All
Hardware Intel Xeon Platinum 8176 All All All
Hardware Intel Xeon Platinum 8176f All All All
Hardware Intel Xeon Platinum 8176m All All All
Hardware Intel Xeon Platinum 8180 All All All
Hardware Intel Xeon Silver 4108 All All All
Hardware Intel Xeon Silver 4109t All All All
Hardware Intel Xeon Silver 4110 All All All
Hardware Intel Xeon Silver 4112 All All All
Hardware Intel Xeon Silver 4114 All All All
Hardware Intel Xeon Silver 4114t All All All
Hardware Intel Xeon Silver 4116 All All All
Hardware Intel Xeon Silver 4116t All All All
Hardware Intel Xeon Silver 4108 All All All
Hardware Intel Xeon Silver 4109t All All All
Hardware Intel Xeon Silver 4110 All All All
Hardware Intel Xeon Silver 4112 All All All
Hardware Intel Xeon Silver 4114 All All All
Hardware Intel Xeon Silver 4114t All All All
Hardware Intel Xeon Silver 4116 All All All
Hardware Intel Xeon Silver 4116t All All All
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[SECURITY] [DLA 1446-1] intel-microcode security update

Side-Channel Vulnerability Variants 3a and 4 | US-CERT

Speculative Execution Side Channel Vulnerabilities in NetApp Products | NetApp Product Security

CPU Side-Channel Information Disclosure Vulnerabilities: May 2018

Security Advisory

Apple macOS/OS X Multiple Remote Code Execution, Denial of Service, and Information Disclosure Attacks and Local Privilege Escalation At
CPU hardware vulnerable to side-channel attacks(CVE-2018-3639, CVE-2018-3640) - Fujitsu Global

[SECURITY] [DLA 1506-1] intel-microcode security update

Document Display | HPE Support Center

cert-portal.siemens.com/productcert/pdf/ssa-608355.pdf
portal.msrc.microsoft.com/en-us/security-guidance/advisory/ADV180013

Multiple CPU Hardwares CVE-2018-3640 Information Disclosure Vulnerability

Mitel Product Security Advisory 18-0006

Vulnerability Note VU#180049 - CPU hardware utilizing speculative execution may be vulnerable to cache side-channel attacks
Debian -- Security Information -- DSA-4273-1 intel-microcode

Speculative Processor Vulnerability — Arm Developer

INTEL-SA-00115

USN-3756-1: Intel Microcode vulnerabilities | Ubuntu security notices

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43884 Huawei Router Side-channel Central Processing Unit (CPU) hardware Vulnerability (Huawei-SA-20180615-01-cpu-en)

590937 Siemens SIMATIC WinAC RTX (F) 2010 Multiple Vulnerabilities (ssa-608355)
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