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Summary

CVE CVE-2018-3640

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-22 12:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Systems with microprocessors utilizing speculative execution and that perform speculative reads of system registers may allow unauthorized disclosure of system parameters to an attacker with local user access via a side-channel analysis, aka Rogue System Register Read (RSRE), Variant 3a.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Arm Cortex-a 15 All All All

Hardware Arm Cortex-a 57 All All All

Hardware Arm Cortex-a 72 All All All

Hardware Arm Cortex-a 15 All All All

Hardware Arm Cortex-a 57 All All All

Hardware Arm Cortex-a 72 All All All

Hardware Intel Atom C c2308 All All All

Hardware Intel Atom C c3308 All All All

Hardware Intel Atom C c3338 All All All

Hardware Intel Atom C c3508 All All All

Hardware Intel Atom C c3538 All All All

Hardware Intel Atom C c3558 All All All

Hardware Intel Atom C c3708 All All All

Hardware Intel Atom C c3750 All All All

Hardware Intel Atom C c3758 All All All

Hardware Intel Atom C c3808 All All All

Hardware Intel Atom C c3830 All All All
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Hardware Intel Atom C c3830 All All All

Hardware Intel Atom C c3850 All All All

Hardware Intel Atom C c3858 All All All

Hardware Intel Atom C c3950 All All All

Hardware Intel Atom C c3955 All All All

Hardware Intel Atom C c3958 All All All

Hardware Intel Atom C c2308 All All All

Hardware Intel Atom C c3308 All All All

Hardware Intel Atom C c3338 All All All

Hardware Intel Atom C c3508 All All All

Hardware Intel Atom C c3538 All All All

Hardware Intel Atom C c3558 All All All

Hardware Intel Atom C c3708 All All All

Hardware Intel Atom C c3750 All All All

Hardware Intel Atom C c3758 All All All

Hardware Intel Atom C c3808 All All All

Hardware Intel Atom C c3830 All All All

Hardware Intel Atom C c3850 All All All

Hardware Intel Atom C c3858 All All All

Hardware Intel Atom C c3950 All All All

Hardware Intel Atom C c3955 All All All

Hardware Intel Atom C c3958 All All All

Hardware Intel Atom E e3805 All All All

Hardware Intel Atom E e3815 All All All

Hardware Intel Atom E e3825 All All All

Hardware Intel Atom E e3826 All All All

Hardware Intel Atom E e3827 All All All

Hardware Intel Atom E e3845 All All All

Hardware Intel Atom E e3805 All All All

Hardware Intel Atom E e3815 All All All

Hardware Intel Atom E e3825 All All All

Hardware Intel Atom E e3826 All All All

Hardware Intel Atom E e3827 All All All

Hardware Intel Atom E e3845 All All All

Hardware Intel Atom Z z2420 All All All

Hardware Intel Atom Z z2460 All All All
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Hardware Intel Atom Z z2480 All All All

Hardware Intel Atom Z z2520 All All All

Hardware Intel Atom Z z2560 All All All

Hardware Intel Atom Z z2580 All All All

Hardware Intel Atom Z z2760 All All All

Hardware Intel Atom Z z3460 All All All

Hardware Intel Atom Z z3480 All All All

Hardware Intel Atom Z z3530 All All All

Hardware Intel Atom Z z3560 All All All

Hardware Intel Atom Z z3570 All All All

Hardware Intel Atom Z z3580 All All All

Hardware Intel Atom Z z3590 All All All

Hardware Intel Atom Z z3735d All All All

Hardware Intel Atom Z z3735e All All All

Hardware Intel Atom Z z3735f All All All

Hardware Intel Atom Z z3735g All All All

Hardware Intel Atom Z z3736f All All All

Hardware Intel Atom Z z3736g All All All

Hardware Intel Atom Z z3740 All All All

Hardware Intel Atom Z z3740d All All All

Hardware Intel Atom Z z3745 All All All

Hardware Intel Atom Z z3745d All All All

Hardware Intel Atom Z z3770 All All All

Hardware Intel Atom Z z3770d All All All

Hardware Intel Atom Z z3775 All All All

Hardware Intel Atom Z z3775d All All All

Hardware Intel Atom Z z3785 All All All

Hardware Intel Atom Z z3795 All All All

Hardware Intel Atom Z z2420 All All All

Hardware Intel Atom Z z2460 All All All

Hardware Intel Atom Z z2480 All All All

Hardware Intel Atom Z z2520 All All All

Hardware Intel Atom Z z2560 All All All

Hardware Intel Atom Z z2580 All All All

Hardware Intel Atom Z z2760 All All All

Hardware Intel Atom Z z3460 All All All
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Hardware Intel Atom Z z3460 All All All

Hardware Intel Atom Z z3480 All All All

Hardware Intel Atom Z z3530 All All All

Hardware Intel Atom Z z3560 All All All

Hardware Intel Atom Z z3570 All All All

Hardware Intel Atom Z z3580 All All All

Hardware Intel Atom Z z3590 All All All

Hardware Intel Atom Z z3735d All All All

Hardware Intel Atom Z z3735e All All All

Hardware Intel Atom Z z3735f All All All

Hardware Intel Atom Z z3735g All All All

Hardware Intel Atom Z z3736f All All All

Hardware Intel Atom Z z3736g All All All

Hardware Intel Atom Z z3740 All All All

Hardware Intel Atom Z z3740d All All All

Hardware Intel Atom Z z3745 All All All

Hardware Intel Atom Z z3745d All All All

Hardware Intel Atom Z z3770 All All All

Hardware Intel Atom Z z3770d All All All

Hardware Intel Atom Z z3775 All All All

Hardware Intel Atom Z z3775d All All All

Hardware Intel Atom Z z3785 All All All

Hardware Intel Atom Z z3795 All All All

Hardware Intel Celeron J j3455 All All All

Hardware Intel Celeron J j4005 All All All

Hardware Intel Celeron J j4105 All All All

Hardware Intel Celeron J j3455 All All All

Hardware Intel Celeron J j4005 All All All

Hardware Intel Celeron J j4105 All All All

Hardware Intel Celeron N n3450 All All All

Hardware Intel Celeron N n3450 All All All

Hardware Intel Core I3 32nm All All All

Hardware Intel Core I3 45nm All All All

Hardware Intel Core I3 32nm All All All

Hardware Intel Core I3 45nm All All All

Hardware Intel Core I5 32nm All All All
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Hardware Intel Core I5 45nm All All All

Hardware Intel Core I5 32nm All All All

Hardware Intel Core I5 45nm All All All

Hardware Intel Core I7 32nm All All All

Hardware Intel Core I7 45nm All All All

Hardware Intel Core I7 32nm All All All

Hardware Intel Core I7 45nm All All All

Hardware Intel Core M 32nm All All All

Hardware Intel Core M 45nm All All All

Hardware Intel Core M 32nm All All All

Hardware Intel Core M 45nm All All All

Hardware Intel Pentium n4000 All All All

Hardware Intel Pentium n4100 All All All

Hardware Intel Pentium n4200 All All All

Hardware Intel Pentium n4000 All All All

Hardware Intel Pentium n4100 All All All

Hardware Intel Pentium n4200 All All All

Hardware Intel Pentium J j4205 All All All

Hardware Intel Pentium J j4205 All All All

Hardware Intel Pentium Silver j5005 All All All

Hardware Intel Pentium Silver n5000 All All All

Hardware Intel Pentium Silver j5005 All All All

Hardware Intel Pentium Silver n5000 All All All

Hardware Intel Xeon E-1105c - All All All

Hardware Intel Xeon E-1105c - All All All

Hardware Intel Xeon E3 1220_ All All All

Hardware Intel Xeon E3 125c_ All All All

Hardware Intel Xeon E3 1275_ All All All

Hardware Intel Xeon E3 1505m_v6 All All All

Hardware Intel Xeon E3 1515m_v5 All All All

Hardware Intel Xeon E3 1535m_v5 All All All

Hardware Intel Xeon E3 1535m_v6 All All All

Hardware Intel Xeon E3 1545m_v5 All All All

Hardware Intel Xeon E3 1558l_v5 All All All

Hardware Intel Xeon E3 1565l_v5 All All All
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Hardware Intel Xeon E3 1575m_v5 All All All

Hardware Intel Xeon E3 1578l_v5 All All All

Hardware Intel Xeon E3 1585l_v5 All All All

Hardware Intel Xeon E3 1585_v5 All All All

Hardware Intel Xeon E3 3600 All All All

Hardware Intel Xeon E3 5600 All All All

Hardware Intel Xeon E3 7500 All All All

Hardware Intel Xeon E3 e5502 All All All

Hardware Intel Xeon E3 e5503 All All All

Hardware Intel Xeon E3 e5504 All All All

Hardware Intel Xeon E3 e5506 All All All

Hardware Intel Xeon E3 e5507 All All All

Hardware Intel Xeon E3 e5520 All All All

Hardware Intel Xeon E3 e5530 All All All

Hardware Intel Xeon E3 e5540 All All All

Hardware Intel Xeon E3 e6510 All All All

Hardware Intel Xeon E3 e6540 All All All

Hardware Intel Xeon E3 e6550 All All All

Hardware Intel Xeon E3 l3403 All All All

Hardware Intel Xeon E3 l3406 All All All

Hardware Intel Xeon E3 l3426 All All All

Hardware Intel Xeon E3 l5506 All All All

Hardware Intel Xeon E3 l5508_ All All All

Hardware Intel Xeon E3 l5518_ All All All

Hardware Intel Xeon E3 l5520 All All All

Hardware Intel Xeon E3 l5530 All All All

Hardware Intel Xeon E3 w5580 All All All

Hardware Intel Xeon E3 w5590 All All All

Hardware Intel Xeon E3 x3430 All All All

Hardware Intel Xeon E3 x3440 All All All

Hardware Intel Xeon E3 x3450 All All All

Hardware Intel Xeon E3 x3460 All All All

Hardware Intel Xeon E3 x3470 All All All

Hardware Intel Xeon E3 x3480 All All All

Hardware Intel Xeon E3 x5550 All All All

Hardware Intel Xeon E3 x5560 All All All
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Hardware Intel Xeon Gold 86126 All All All
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Hardware Intel Xeon Gold 86126t All All All

Hardware Intel Xeon Gold 86128 All All All
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Hardware Intel Xeon Gold 86130f All All All
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Hardware Intel Xeon Gold 86138 All All All

Hardware Intel Xeon Gold 86138f All All All

Hardware Intel Xeon Gold 86138t All All All

Hardware Intel Xeon Gold 86140 All All All

Hardware Intel Xeon Gold 86140m All All All

Hardware Intel Xeon Gold 86142 All All All

Hardware Intel Xeon Gold 86142f All All All

Hardware Intel Xeon Gold 86142m All All All

Hardware Intel Xeon Gold 86144 All All All

Hardware Intel Xeon Gold 86146 All All All

Hardware Intel Xeon Gold 86148 All All All

Hardware Intel Xeon Gold 86148f All All All

Hardware Intel Xeon Gold 86150 All All All

Hardware Intel Xeon Gold 86152 All All All

Hardware Intel Xeon Gold 86154 All All All

Hardware Intel Xeon Platinum 8153 All All All

Hardware Intel Xeon Platinum 8156 All All All

Hardware Intel Xeon Platinum 8158 All All All
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Hardware Intel Xeon Platinum 8153 All All All
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Hardware Intel Xeon Platinum 8176f All All All
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Hardware Intel Xeon Silver 4108 All All All
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Hardware Intel Xeon Silver 4110 All All All
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