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MITRE NVD CVE.ORG Print: PDF %5
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Systems with microprocessors utilizing speculative execution and address translations may allow unauthorized disclosure ¢
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Hardware
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Vendor Product Version Update Edition Language
Intel Core I3 2100 All All All
Intel Core I3 2100t All All All
Intel Core I3 2102 All All All
Intel Core I3 2105 All All All
Intel Core I3 2115c All All All
Intel Core I3 2120 All All All
Intel Core I3 2120t All All All
Intel Core I3 2125 All All All
Intel Core I3 2130 All All All
Intel Core I3 2310e All All All
Intel Core I3 2310m All All All
Intel Core I3 2312m All All All
Intel Core I3 2328m All All All
Intel Core I3 2330e All All All
Intel Core I3 2330m All All All
Intel Core I3 2340ue All All All

Intel Core I3 2348m All All All
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rdrawdre Imel wore i Jy 1UC All Al Al
Hardware Intel Core M 5y31 All All All
Hardware Intel Core M 5y51 All All All
Hardware Intel Core M 5y70 All All All
Hardware Intel Core M 5y71 All All All
Hardware Intel Core M 5y10 All All All
Hardware Intel Core M 5y10a All All All
Hardware Intel Core M 5y10c All All All
Hardware Intel Core M 5y31 All All All
Hardware Intel Core M 5y51 All All All
Hardware Intel Core M 5y70 All All All
Hardware Intel Core M 5y71 All All All
Hardware Intel Core M3 6y30 All All All
Hardware Intel Core M3 7y30 All All All
Hardware Intel Core M3 7y32 All All All
Hardware Intel Core M3 6y30 All All All
Hardware Intel Core M3 7y30 All All All
Hardware Intel Core M3 7y32 All All All
Hardware Intel Core M5 6y54 All All All
Hardware Intel Core M5 6y57 All All All
Hardware Intel Core M5 6y54 All All All
Hardware Intel Core M5 6y57 All All All
Hardware Intel Core M7 6y75 All All All
Hardware Intel Core M7 6y75 All All All
Hardware Intel Xeon All All All All
Hardware Intel Xeon All All All All
Reference

[SECURITY] Fedora 28 Update: kernel-4.17.14-202.fc28 - package-announce - Fedora Mailing-Lists
Security Advisory

[SECURITY] Fedora 27 Update: kernel-4.17.14-102.fc27 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4274-1 xen

Red Hat Customer Portal

Red Hat Customer Portal

Foreshadow: Breaking the Virtual Memory Abstraction with Transient Out-of-Order Execution
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CVE Program record
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500751 Alpine Linux Security Update for xen

504528 Alpine Linux Security Update for xen

590937 Siemens SIMATIC WinAC RTX (F) 2010 Multiple Vulnerabilities (ssa-608355)
591418 Siemens Foreshadow / L1 Terminal Fault Multiple Vulnerabilities (SSA-254686)

710221 Gentoo Linux Xen Multiple Vulnerabilities (GLSA 201810-06)
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