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CVE CVE-2018-3682
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-10 21:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description BMC Firmware in Intel server boards, compute modules, and systems potentially allow an attacker with administrative privil

/ |

1|

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Intel Bbs2600bpb - All All All
Hardware Intel Bbs2600bpb - All All All
Hardware Intel Bbs2600bpq - All All All
Hardware Intel Bbs2600bpq - All All All
Hardware Intel Bbs2600bps - All All All
Hardware Intel Bbs2600bps - All All All
Hardware Intel Bbs2600stb - All All All
Hardware Intel Bbs2600stb - All All All
Hardware Intel Bbs2600stq - All All All
Hardware Intel Bbs2600stq - All All All
Hardware Intel Bbs7200ap - All All All
Hardware Intel Bbs7200ap - All All All
Hardware Intel Bbs7200apl - All All All
Hardware Intel Bbs7200apl - All All All
Operating System Intel Bmc Firmware - All All All
Operating System Intel Bmc Firmware - All All All
Hardware Intel Dbs2600cw2r - All All All


https://cve.report/
https://cve.report/CVE-2018-3682/mitre
https://cve.report/CVE-2018-3682/nist
https://cve.report/CVE-2018-3682/cve_org
https://cve.report/CVE-2018-3682.pdf
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600bpb
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600bpb
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600bpq
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600bpq
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600bps
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600bps
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600stb
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600stb
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600stq
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs2600stq
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs7200ap
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs7200ap
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs7200apl
http://cve.report/vendor/intel
http://cve.report/software/intel/bbs7200apl
http://cve.report/vendor/intel
http://cve.report/software/intel/bmc_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/bmc_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/dbs2600cw2r

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Dbs2600cw2r
Dbs2600cw2sr
Dbs2600cw2sr
Dbs2600cwtr
Dbs2600cwtr
Dbs2600cwtsr
Dbs2600cwtsr
Hns2600bpb
Hns2600bpb
Hns2600bpb24
Hns2600bpb24
Hns2600bpblc
Hns2600bpblc
Hns2600bpblc24
Hns2600bpblc24
Hns2600bpq
Hns2600bpq
Hns2600bpg24
Hns2600bpg24
Hns2600bps
Hns2600bps
Hns2600bps24
Hns2600bps24
Hns2600kpfr
Hns2600kpfr
Hns2600kpr
Hns2600kpr
Hns2600tp24r
Hns2600tp24r
Hns2600tp24sr
Hns2600tp24sr
Hns2600tp24str
Hns2600tp24str
Hns2600tpfr

Hns2600tpfr

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/intel
http://cve.report/software/intel/dbs2600cw2r
http://cve.report/vendor/intel
http://cve.report/software/intel/dbs2600cw2sr
http://cve.report/vendor/intel
http://cve.report/software/intel/dbs2600cw2sr
http://cve.report/vendor/intel
http://cve.report/software/intel/dbs2600cwtr
http://cve.report/vendor/intel
http://cve.report/software/intel/dbs2600cwtr
http://cve.report/vendor/intel
http://cve.report/software/intel/dbs2600cwtsr
http://cve.report/vendor/intel
http://cve.report/software/intel/dbs2600cwtsr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpb
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpb
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpb24
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpb24
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpblc
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpblc
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpblc24
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpblc24
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpq
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpq
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpq24
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bpq24
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bps
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bps
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bps24
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600bps24
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600kpfr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600kpfr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600kpr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600kpr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tp24r
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tp24r
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tp24sr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tp24sr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tp24str
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tp24str
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tpfr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tpfr

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Hns2600tpnr
Hns2600tpnr
Hns2600tpr
Hns2600tpr
Hns7200ap
Hns7200ap
Hns7200apl
Hns7200apl
Hns7200apr
Hns7200apr
Hns7200apr!
Hns7200apr!
R1208wftys
R1208wftys
R1208wt2gsr
R1208wt2gsr
R1208wttgsr
R1208wttgsr
R1304wf0ys
R1304wfOys
R1304wftys
R1304wftys
R1304wt2gsr
R1304wt2gsr
R1304wttgsr
R1304wttgsr
R2208wf0zs
R2208wf0zs
R2208wfqgzs
R2208wfgzs
R2208wftzs
R2208wftzs
R2208wt2ysr
R2208wt2ysr

R2208wttyc1r

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tpnr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tpnr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tpr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns2600tpr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns7200ap
http://cve.report/vendor/intel
http://cve.report/software/intel/hns7200ap
http://cve.report/vendor/intel
http://cve.report/software/intel/hns7200apl
http://cve.report/vendor/intel
http://cve.report/software/intel/hns7200apl
http://cve.report/vendor/intel
http://cve.report/software/intel/hns7200apr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns7200apr
http://cve.report/vendor/intel
http://cve.report/software/intel/hns7200aprl
http://cve.report/vendor/intel
http://cve.report/software/intel/hns7200aprl
http://cve.report/vendor/intel
http://cve.report/software/intel/r1208wftys
http://cve.report/vendor/intel
http://cve.report/software/intel/r1208wftys
http://cve.report/vendor/intel
http://cve.report/software/intel/r1208wt2gsr
http://cve.report/vendor/intel
http://cve.report/software/intel/r1208wt2gsr
http://cve.report/vendor/intel
http://cve.report/software/intel/r1208wttgsr
http://cve.report/vendor/intel
http://cve.report/software/intel/r1208wttgsr
http://cve.report/vendor/intel
http://cve.report/software/intel/r1304wf0ys
http://cve.report/vendor/intel
http://cve.report/software/intel/r1304wf0ys
http://cve.report/vendor/intel
http://cve.report/software/intel/r1304wftys
http://cve.report/vendor/intel
http://cve.report/software/intel/r1304wftys
http://cve.report/vendor/intel
http://cve.report/software/intel/r1304wt2gsr
http://cve.report/vendor/intel
http://cve.report/software/intel/r1304wt2gsr
http://cve.report/vendor/intel
http://cve.report/software/intel/r1304wttgsr
http://cve.report/vendor/intel
http://cve.report/software/intel/r1304wttgsr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wf0zs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wf0zs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wfqzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wfqzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wftzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wftzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wt2ysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wt2ysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wttyc1r

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

R2208wttyc1r
R2208wttysr
R2208wttysr
R2224wfgzs
R2224wfqzs
R2224wftzs
R2224wftzs
R2224wttysr
R2224wttysr
R2308wftzs
R2308wftzs
R2308wttysr
R2308wttysr
R2312wfOnp
R2312wfOnp
R2312wfqzs
R2312wfgzs
R2312wftzs
R2312wftzs
R2312wttysr
R2312wttysr
S2600kpfr
S2600kpfr
S2600kpr
S2600kpr
S2600kptr
S2600kptr
S2600stb
S2600stb
S2600stq
S2600stq
S2600tpfr
S2600tpfr
S2600tpnr
S2600tpnr

S2600tpr

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wttyc1r
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wttysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2208wttysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2224wfqzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2224wfqzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2224wftzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2224wftzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2224wttysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2224wttysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2308wftzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2308wftzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2308wttysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2308wttysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2312wf0np
http://cve.report/vendor/intel
http://cve.report/software/intel/r2312wf0np
http://cve.report/vendor/intel
http://cve.report/software/intel/r2312wfqzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2312wfqzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2312wftzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2312wftzs
http://cve.report/vendor/intel
http://cve.report/software/intel/r2312wttysr
http://cve.report/vendor/intel
http://cve.report/software/intel/r2312wttysr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600kpfr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600kpfr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600kpr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600kpr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600kptr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600kptr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600stb
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600stb
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600stq
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600stq
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600tpfr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600tpfr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600tpnr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600tpnr
http://cve.report/vendor/intel
http://cve.report/software/intel/s2600tpr

Hardware Intel S2600tpr - All All All
Hardware Intel S2600tptr - All All All
Hardware Intel S2600tptr - All All All
Hardware Intel S2600wfo - All All All
Hardware Intel S2600wfo - All All All
Hardware Intel S2600wfq - All All All
Hardware Intel S2600wfq - All All All
Hardware Intel S2600wft - All All All
Hardware Intel S2600wft - All All All
Hardware Intel S2600wt2r - All All All
Hardware Intel S2600wt2r - All All All
Hardware Intel S2600wttr - All All All
Hardware Intel S2600wttr - All All All
Hardware Intel S2600wtts1r - All All All
Hardware Intel S2600wtts1r - All All All
Hardware Intel S7200apr - All All All
Hardware Intel S7200apr - All All All
Reference Source Link Tags
INTEL-SA-00130 CONFIRM www.intel.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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