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Summary

CVE CVE-2018-3760

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-26 19:29:00 UTC

Updated 2019-10-09 23:40:00 UTC

Description There is an information leak vulnerability in Sprockets. Versions Affected: 4.0.0.beta7 and lower, 3.7.1 and lower, 2.12.4 and lower. Specially crafted requests can be used to access files that exists on the filesystem that is outside an application's root directory, when the Sprockets server is used in production. All users running an affected release should either upgrade or use one of the work arounds immediately.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Redhat Cloudforms 4.5 All All All

Application Redhat Cloudforms 4.6 All All All

Application Redhat Cloudforms 4.5 All All All

Application Redhat Cloudforms 4.6 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.7 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.3 All All All

Operating System Redhat Enterprise Linux 7.4 All All All

Operating System Redhat Enterprise Linux 7.5 All All All

Operating System Redhat Enterprise Linux 7.6 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.7 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.3 All All All
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Operating System Redhat Enterprise Linux 7.3 All All All

Operating System Redhat Enterprise Linux 7.4 All All All

Operating System Redhat Enterprise Linux 7.5 All All All

Operating System Redhat Enterprise Linux 7.6 All All All

Application Sprockets Project Sprockets 4.0.0 beta1 All All

Application Sprockets Project Sprockets 4.0.0 beta2 All All

Application Sprockets Project Sprockets 4.0.0 beta3 All All

Application Sprockets Project Sprockets 4.0.0 beta4 All All

Application Sprockets Project Sprockets 4.0.0 beta5 All All

Application Sprockets Project Sprockets 4.0.0 beta6 All All

Application Sprockets Project Sprockets 4.0.0 beta7 All All

Application Sprockets Project Sprockets 4.0.0 beta1 All All

Application Sprockets Project Sprockets 4.0.0 beta2 All All

Application Sprockets Project Sprockets 4.0.0 beta3 All All

Application Sprockets Project Sprockets 4.0.0 beta4 All All

Application Sprockets Project Sprockets 4.0.0 beta5 All All

Application Sprockets Project Sprockets 4.0.0 beta6 All All

Application Sprockets Project Sprockets 4.0.0 beta7 All All

Application Sprockets Project Sprockets All All All All

Application Sprockets Project Sprockets All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-4242-1 ruby-sprockets DEBIAN www.debian.org Third Party Advisory

github.com/rails/sprockets/commit/c09131cf5b2c479263939c8582e22b98ed616c... MISC github.com Broken Link

Google Groups MISC groups.google.com Patch, Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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