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CVE CVE-2018-3786
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-24 20:29:00 UTC
Updated 2023-02-02 19:44:00 UTC
Description A command injection vulnerability in egg-scripts <v2.8.1 allows arbitrary shell command execution through a maliciously cre

/ |
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Eggjs Egg-scripts All All All All

Application Eggjs Egg-scripts All All All All

Reference Source Link
egg-scripts/History.md at 2.8.1 - eggjs/egg-scripts - GitHub CONFIRM  github.com
HackerOne MISC hackerone.corr

fix: use execFile instead of exec for security reason by fengmk2 - Pull Request #26 - eggjs/egg-scripts - GitHub  CONFIRM  github.com

CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
4| 13l

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983932 Nodejs (npm) Security Update for egg-scripts (GHSA-c9j3-wgph-5xx9)
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