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CVE CVE-2018-3846
State PUBLIC
Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-04-16 16:29:00 UTC
Updated 2023-11-07 02:58:00 UTC
Description In the ffgphd and ffgtkn functions in NASA CFITSIO 3.42, specially crafted images parsed via the library can cause a stack-

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Reference

[SECURITY] Fedora 28 Update: cfitsio-3.430-2.fc28 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 28 Update: cfitsio-3.430-2.fc28 - package-announce - Fedora Mailing-Lists
TALOS-2018-0529 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence
cfitsio: Multiple vulnerabilities (GLSA 202101-24) — Gentoo security

CVE Program record

NVD vulnerability detail

/

Type Vendor Product Version Update
Operating System Fedoraproject Fedora 28 All
Operating System Fedoraproject Fedora 28 All
Application Nasa Cfitsio 3.42 All
Application Nasa Cfitsio 3.42 All

Source

Edition Language
All All
All All
All All
All All

FEDORA

MISC

GENTOO

CVE.ORG

NVD
|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

1

Link

lists.fedoraproject.org
lists.fedoraproject.org N
www.talosintelligence.com E
security.gentoo.org
WWW.Cve.org c

nvd.nist.gov c



https://cve.report/
https://cve.report/CVE-2018-3846/mitre
https://cve.report/CVE-2018-3846/nist
https://cve.report/CVE-2018-3846/cve_org
https://cve.report/CVE-2018-3846.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/nasa
http://cve.report/software/nasa/cfitsio
http://cve.report/vendor/nasa
http://cve.report/software/nasa/cfitsio
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/K46I2MFPCEOGC5LLDXZSWPB3EBPON3KA/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/K46I2MFPCEOGC5LLDXZSWPB3EBPON3KA/
https://www.talosintelligence.com/vulnerability_reports/TALOS-2018-0529
https://security.gentoo.org/glsa/202101-24
https://www.cve.org/CVERecord?id=CVE-2018-3846
https://nvd.nist.gov/vuln/detail/CVE-2018-3846
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