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Summary

CVE CVE-2018-4087

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-03 06:29:00 UTC

Updated 2018-04-27 18:18:00 UTC

Description An issue was discovered in certain Apple products. iOS before 11.2.5 is affected. tvOS before 11.2.5 is affected. watchOS before 4.2.2 is affected. The issue involves the "Core Bluetooth" component. It allows attackers to execute arbitrary code in a privileged context or cause a denial of service (memory corruption) via a crafted app.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Apple Tv All All All All

Application Apple Apple Tv All All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Watchos All All All All

Operating System Apple Watchos All All All All

References

Reference

Apple iOS/tvOS/watchOS Memory Corruption Vulnerabilities

Apple iOS Multiple Flaws Let Remote Users Deny Service, Execute Arbitrary Code, and Bypass Security Restrictions and Let Applications Access Restricted Memory and Gain Elevated Privileges - SecurityTracker

Apple iOS 11.2.5 / watchOS 4.2.2 / tvOS 11.2.5 - 'bluetoothd' Memory Corruption - Multiple dos Exploit

About the security content of tvOS 11.2.5 - Apple Support

About the security content of watchOS 4.2.2 - Apple Support

CVE-2018-4087 PoC Escape sandbox by misleading bluetoothd

About the security content of iOS 11.2.5 - Apple Support
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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