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State PUBLIC
Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-11 18:29:00 UTC
Updated 2023-11-07 02:58:00 UTC
Description In iOS before 11.3, Safari before 11.1, iCloud for Windows before 7.4, tvOS before 11.3, watchOS before 4.3, iTunes befor:

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apple Icloud All All All All
Application Apple Icloud All All All All
Operating System Apple Iphone Os All All All All
Operating System Apple Iphone Os All All All All
Application Apple ltunes All All All All
Application Apple ltunes All All All All
Application Apple Safari All All All All
Application Apple Safari All All All All
Operating System Apple Tvos All All All All
Operating System Apple Tvos All All All All
Operating System Apple Watchos All All All All
Operating System Apple Watchos All All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Application Webkit Webkitgtk All All All All
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References

Reference

About the security content of tvOS 11.3 - Apple Support

About the security content of watchOS 4.3 - Apple Support

About the security content of iCloud for Windows 7.4 - Apple Support

Page Not Found - Official Apple Support

Page Not Found - Official Apple Support

USN-3781-1: WebKitGTK+ vulnerabilities | Ubuntu security notices | Ubuntu
About the security content of iTunes 12.7.4 for Windows - Apple Support
Page Not Found - Official Apple Support

Page Not Found - Official Apple Support

About the security content of Safari 11.1 - Apple Support

About the security content of iOS 11.3 - Apple Support

Page Not Found - Official Apple Support

WebkitGTK+: Multiple vulnerabilities (GLSA 201812-04) — Gentoo security
Page Not Found - Official Apple Support

Page Not Found - Official Apple Support

Page Not Found - Official Apple Support

Page Not Found - Official Apple Support

Page Not Found - Official Apple Support
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710249 Gentoo Linux WebkitGTK+ Multiple Vulnerabilities (GLSA 201812-04)
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http://cve.report/vendor/webkit
http://cve.report/software/webkit/webkitgtk
http://cve.report/vendor/webkit
http://cve.report/software/webkit/webkitgtk
https://support.apple.com/en-us/HT208698
https://support.apple.com/en-us/HT208696
https://support.apple.com/en-us/HT208697
https://support.apple.com/HT208698%252C
https://support.apple.com/HT208693%252C
https://usn.ubuntu.com/3781-1/
https://support.apple.com/HT208694
https://support.apple.com/HT208693,
https://support.apple.com/HT208697%252C
https://support.apple.com/en-us/HT208695
https://support.apple.com/en-us/HT208693
https://support.apple.com/HT208696%252C
https://security.gentoo.org/glsa/201812-04
https://support.apple.com/HT208695%252C
https://support.apple.com/HT208696,
https://support.apple.com/HT208695,
https://support.apple.com/HT208698,
https://support.apple.com/HT208697,
https://www.cve.org/CVERecord?id=CVE-2018-4209
https://nvd.nist.gov/vuln/detail/CVE-2018-4209
http://cve.report/qid/710249
https://cve.report/

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-4209
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


