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Summary

CVE CVE-2018-4247

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-08 18:29:00 UTC

Updated 2018-07-17 16:32:00 UTC

Description An issue was discovered in certain Apple products. iOS before 11.4 is affected. Safari before 11.1.1 is affected. The issue involves the "Safari" component. It allows remote attackers to cause a denial of service (persistent Safari outage) via a crafted web site.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os All All All All

Operating System Apple Iphone Os All All All All

Application Apple Safari All All All All

Application Apple Safari All All All All

References

Reference

Apple Safari Multiple Flaws Let Remote Users Spoof URLs, Obtain Potentially Sensitive Information, Deny Service, and Execute Arbitrary Code - SecurityTracker

About the security content of Safari 11.1.1 - Apple Support

About the security content of iOS 11.4 - Apple Support

Apple iOS and Safari CVE-2018-4247 Remote Denial of Service Vulnerability

N ͗�� ̜̣̹͗a ̃̓
̑ ͓̔�� ̟t ̂͋� ̺͎��e ̙̈̉̽ ????wear your mask???? na Twitterze: "I disclosed CVE-2018-4247, a Safari for iOS local DoS that was used in the wild in a technical support scam campaign. ☎️???? It would render Safari unusable regardless of app restarts or reboots. ???????????? @Apple handled the disclosure process like a champ! https://t.co/WhYiQwEAhV"

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2018-4247/mitre
https://cve.report/CVE-2018-4247/nist
https://cve.report/CVE-2018-4247/cve_org
https://cve.report/api/cve/CVE-2018-4247.json
https://cve.report/CVE-2018-4247.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://www.securitytracker.com/id/1041029
https://support.apple.com/HT208854
https://support.apple.com/HT208848
http://www.securityfocus.com/bid/104366
https://twitter.com/Nate_Kappa/status/1004399403220766725
https://www.cve.org/CVERecord?id=CVE-2018-4247
https://nvd.nist.gov/vuln/detail/CVE-2018-4247


There are currently no legacy QID mappings associated with this CVE.
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