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Summary

CVE CVE-2018-4832

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-24 17:29:00 UTC

Updated 2022-10-06 16:29:00 UTC

Description A vulnerability has been identified in OpenPCS 7 V7.1 and earlier (All versions), OpenPCS 7 V8.0 (All versions), OpenPCS 7 V8.1 (All versions < V8.1 Upd5), OpenPCS 7 V8.2 (All versions), OpenPCS 7 V9.0 (All versions < V9.0 Upd1), SIMATIC BATCH V7.1 and earlier (All versions), SIMATIC BATCH V8.0 (All versions < V8.0 SP1 Upd21), SIMATIC BATCH V8.1 (All versions < V8.1 SP1 Upd16), SIMATIC BATCH V8.2 (All versions < V8.2 Upd10), SIMATIC BATCH V9.0 (All versions < V9.0 SP1), SIMATIC NET PC Software V14 (All versions < V14 SP1 Update 14), SIMATIC NET PC Software V15 (All versions < 15 SP1), SIMATIC PCS 7 V7.1 and earlier (All versions), SIMATIC PCS 7 V8.0 (All versions), SIMATIC PCS 7 V8.1 (All versions), SIMATIC PCS 7 V8.2 (All versions < V8.2 SP1), SIMATIC PCS 7 V9.0 (All versions < V9.0 SP1), SIMATIC Route Control V7.1 and earlier (All versions), SIMATIC Route Control V8.0 (All versions), SIMATIC Route Control V8.1 (All versions), SIMATIC Route Control V8.2 (All versions), SIMATIC Route Control V9.0 (All versions < V9.0 Upd1), SIMATIC WinCC Runtime Professional V13 (All versions < V13 SP2 Upd2), SIMATIC WinCC Runtime Professional V14 (All versions < V14 SP1 Upd5), SIMATIC WinCC V7.2 and earlier (All versions < WinCC 7.2 Upd 15), SIMATIC WinCC V7.3 (All versions < WinCC 7.3 Upd 16), SIMATIC WinCC V7.4 (All versions < V7.4 SP1 Upd 4), SPPA-T3000 Application Server (All versions < Service Pack R8.2 SP2). Specially crafted messages sent to the RPC service of the affected products could cause a Denial-of-Service condition on the remote and local communication functionality of the affected products. A reboot of the system is required to recover the remote and local communication functionality. Please note that an attacker needs to have network access to the Application Server in order to exploit this vulnerability. At the time of advisory publication no public exploitation of this security vulnerability was known.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Siemens Openpcs 7 8.0 All All All

Application Siemens Openpcs 7 8.1 All All All

Application Siemens Openpcs 7 8.1 - All All

Application Siemens Openpcs 7 8.1 upd_1 All All

Application Siemens Openpcs 7 8.1 upd_2 All All

Application Siemens Openpcs 7 8.1 upd_3 All All

Application Siemens Openpcs 7 8.1 upd_4 All All

Application Siemens Openpcs 7 8.2 All All All

Application Siemens Openpcs 7 9.0 All All All

Application Siemens Openpcs 7 8.0 All All All

Application Siemens Openpcs 7 8.1 All All All

Application Siemens Openpcs 7 8.2 All All All

Application Siemens Openpcs 7 9.0 All All All

Application Siemens Openpcs 7 All All All All

Application Siemens Simatic Batch 7.1 All All All

Application Siemens Simatic Batch 8.0 All All All

Application Siemens Simatic Batch 8.0 - All All
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Application Siemens Simatic Batch 8.0 - All All

Application Siemens Simatic Batch 8.0 sp1_upd20 All All

Application Siemens Simatic Batch 8.1 All All All

Application Siemens Simatic Batch 8.1 - All All

Application Siemens Simatic Batch 8.1 sp1_upd14 All All

Application Siemens Simatic Batch 8.1 sp1_upd15 All All

Application Siemens Simatic Batch 8.2 All All All

Application Siemens Simatic Batch 8.2 - All All

Application Siemens Simatic Batch 8.2 upd_9 All All

Application Siemens Simatic Batch 9.0 All All All

Application Siemens Simatic Batch 7.1 All All All

Application Siemens Simatic Batch 8.0 All All All

Application Siemens Simatic Batch 8.0 sp1_upd20 All All

Application Siemens Simatic Batch 8.1 All All All

Application Siemens Simatic Batch 8.1 sp1_upd14 All All

Application Siemens Simatic Batch 8.1 sp1_upd15 All All

Application Siemens Simatic Batch 8.2 All All All

Application Siemens Simatic Batch 9.0 All All All

Application Siemens Simatic Net Pc All All All All

Application Siemens Simatic Net Pc 15 - All All

Application Siemens Simatic Net Pc All All All All

Application Siemens Simatic Net Pc Software All All All All

Application Siemens Simatic Pcs 7 8.0 All All All

Application Siemens Simatic Pcs 7 8.1 All All All

Application Siemens Simatic Pcs 7 8.2 All All All

Application Siemens Simatic Pcs 7 8.2 - All All

Application Siemens Simatic Pcs 7 9.0 All All All

Application Siemens Simatic Pcs 7 9.0 - All All

Application Siemens Simatic Pcs 7 8.0 All All All

Application Siemens Simatic Pcs 7 8.1 All All All

Application Siemens Simatic Pcs 7 8.2 All All All

Application Siemens Simatic Pcs 7 9.0 All All All

Application Siemens Simatic Pcs 7 All All All All

Application Siemens Simatic Route Control 8.0 All All All

Application Siemens Simatic Route Control 8.1 All All All

Application Siemens Simatic Route Control 9.0 All All All
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Application Siemens Simatic Route Control 9.0 - All All

Application Siemens Simatic Route Control 8.0 All All All

Application Siemens Simatic Route Control 8.1 All All All

Application Siemens Simatic Route Control 9.0 All All All

Application Siemens Simatic Route Control All All All All

Application Siemens Simatic Wincc All All All All

Application Siemens Simatic Wincc 7.2 - All All

Application Siemens Simatic Wincc 7.2 upd_14 All All

Application Siemens Simatic Wincc 7.3 All All All

Application Siemens Simatic Wincc 7.3 - All All

Application Siemens Simatic Wincc 7.3 upd_15 All All

Application Siemens Simatic Wincc 7.4 All All All

Application Siemens Simatic Wincc 7.4 - All All

Application Siemens Simatic Wincc 7.4 sp1 All All

Application Siemens Simatic Wincc 7.4 sp1_upd_3 All All

Application Siemens Simatic Wincc 7.3 All All All

Application Siemens Simatic Wincc 7.4 All All All

Application Siemens Simatic Wincc 7.4 sp1 All All

Application Siemens Simatic Wincc All All All All

Application Siemens Simatic Wincc Runtime Professional All All All All

Application Siemens Simatic Wincc Runtime Professional 13 - All All

Application Siemens Simatic Wincc Runtime Professional 13 sp2_upd_1 All All

Application Siemens Simatic Wincc Runtime Professional 14 - All All

Application Siemens Simatic Wincc Runtime Professional 14 sp1 All All

Application Siemens Simatic Wincc Runtime Professional 14 sp1_upd_4 All All

Application Siemens Simatic Wincc Runtime Professional All All All All

Application Siemens Simatic Wincc Runtime Professional 14 sp1 All All

Application Siemens Sppa-t3000 Application Server All All All All

Application Siemens Sppa-t3000 Application Server r8.2 - All All

Application Siemens Sppa-t3000 Application Server r8.2 sp1 All All

References

Reference Source Link Tags

Siemens Security Advisory - SPPA-T3000 Code Execution ≈ Packet Storm MISC packetstormsecurity.com

cert-portal.siemens.com/productcert/pdf/ssa-451445.pdf CONFIRM cert-portal.siemens.com

cert-portal.siemens.com/productcert/pdf/ssa-348629.pdf CONFIRM cert-portal.siemens.com Mitigation, Vendor Advisory
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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