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/

CVE-2018-4877

PUBLIC

psirt@adobe.com

CVE Program / NVD first with legacy fallback

2018-02-06 21:29:00 UTC

2021-09-08 17:21:00 UTC

A use-after-free vulnerability was discovered in Adobe Flash Player before 28.0.0.161. This vulnerability occurs due to a da

Risk And Classification

1|

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)
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Operating System Microsoft Windows 10 All All All All

Operating System Microsoft Windows 10 All All All All

Operating System Microsoft Windows 8.1 All All All All

Operating System Microsoft Windows 8.1 All All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Reference Source Link Tags
Adobe Flash Player CVE-2018-4877 Use After Free Remote Code Execution Vulnerability BID www.securityfocus.com  Third Parl
Adobe Security Bulletin MISC helpx.adobe.com Vendor A
Red Hat Customer Portal REDHAT  access.redhat.com Third Parl
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical
« [ e e

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690574 Free Berkeley Software Distribution (FreeBSD) Security Update for flash player (756a8631-0b84-11e8-a986-6451062f0f7a)

710234 Gentoo Linux Adobe Flash Player Multiple Vulnerabilities (GLSA 201803-08)
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