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Summary

CVE CVE-2018-4878

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-06 21:29:00 UTC

Updated 2022-04-18 14:26:00 UTC

Description A use-after-free vulnerability was discovered in Adobe Flash Player before 28.0.0.161. This vulnerability occurs due to a dangling pointer in the Primetime SDK related to media player handling of listener objects. A successful attack can lead to arbitrary code execution. This was exploited in the wild in January and February 2018.

Risk And Classification

EPSS: 0.933610000 probability, percentile 0.998090000 (date 2026-04-02)

CISA KEV: Listed on 2021-11-03; due 2022-05-03; ransomware use Known

Problem Types: CWE-416

CISA Known Exploited Vulnerability

Vendor Adobe

Product Flash Player

Name Adobe Flash Player Use-After-Free Vulnerability

Required Action The impacted product is end-of-life and should be disconnected if still in use.

Notes https://nvd.nist.gov/vuln/detail/CVE-2018-4878

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All
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Application Adobe Flash Player All All All All

Operating System Apple Macos - All All All

Operating System Apple Mac Os - All All All

Operating System Apple Mac Os - All All All

Operating System Google Chrome Os - All All All

Operating System Google Chrome Os - All All All

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel - All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows 10 All All All All

Operating System Microsoft Windows 10 All All All All

Operating System Microsoft Windows 8.1 All All All All

Operating System Microsoft Windows 8.1 All All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All
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No vendor comments have been submitted for this CVE.
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