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Summary

CVE CVE-2018-4879

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-27 05:29:00 UTC

Updated 2018-03-16 15:31:00 UTC

Description An issue was discovered in Adobe Acrobat Reader 2018.009.20050 and earlier versions, 2017.011.30070 and earlier versions, 2015.006.30394 and earlier versions. The vulnerability is caused by the computation that writes data past the end of the intended buffer; the computation is part of the image conversion module that processes Enhanced Metafile Format Plus (EMF+) data. An attacker can potentially leverage the vulnerability to corrupt sensitive data or execute arbitrary code.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat All All All All

Application Adobe Acrobat Dc All All All All

Application Adobe Acrobat Dc All All All All

Application Adobe Acrobat Reader All All All All

Application Adobe Acrobat Reader Dc All All All All

Application Adobe Acrobat Reader Dc All All All All

References

Reference Source Link

Adobe Acrobat/Reader Multiple Bugs Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

Adobe Security Bulletin CONFIRM helpx.adobe.com

Adobe Acrobat and Reader APSB18-02 Multiple Remote Code Execution Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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