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A use-after-free vulnerability can occur while editing events in form elements on a page, resulting in a potentially exploitable
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Mozilla Firefox Esr All All All All
Mozilla Firefox Esr All All All All
Mozilla Thunderbird All All All All
Mozilla Thunderbird All All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
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Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source Link Tags
[SECURITY] [DLA 1262-1] thunderbird security update MLIST lists.debian.org Mailing List, Thir
Access Denied CONFIRM  bugzilla.mozilla.org Issue Tracking, f
Red Hat Customer Portal REDHAT  access.redhat.com Third Party Advis
Debian -- Security Information -- DSA-4102-1 thunderbird DEBIAN www.debian.org Third Party Advis
Debian -- Security Information -- DSA-4096-1 firefox-esr DEBIAN www.debian.org Third Party Advig
Security vulnerabilities fixed in Firefox ESR 52.6 — Mozilla CONFIRM  www.mozilla.org Vendor Advisory
Security vulnerabilities fixed in Thunderbird 52.6 — Mozilla CONFIRM  www.mozilla.org Vendor Advisory
Red Hat Customer Portal REDHAT  access.redhat.com Third Party Advis
Mozilla Firefox ESR CVE-2018-5096 Use After Free Denial of Service Vulnerability BID www.securityfocus.com  Third Party Advis
[SECURITY] [DLA 1256-1] firefox-esr security update MLIST lists.debian.org Mailing List, Thir
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy:
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500912 Alpine Linux Security Update for firefox-esr
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504777 Alpine Linux Security Update for firefox-esr
710287 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 201802-03)

710303 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 201803-14)
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