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CVE CVE-2018-5138
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 21:29:00 UTC
Updated 2018-08-08 18:36:00 UTC
Description A spoofing vulnerability can occur when a malicious site with an extremely long domain name is opened in an Android Cust

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android - All All All

Operating System Google Android - All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All
References

Reference

Security vulnerabilities fixed in Firefox 59 — Mozilla

Mozilla Firefox Multiple Bugs Let Remote Users Spoof URLs, Bypass Security Restrictions, Deny Service, Obtain Potentially Sensitive Informe
Mozilla Firefox MFSA2018-06 Multiple Security Vulnerabilities

1432624 - (CVE-2018-5138) Firefox Custom Tabs have a phishing risk

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.
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