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CVE CVE-2018-5174
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 21:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description In the Windows 10 April 2018 Update, Windows Defender SmartScreen honors the "SEE_MASK_FLAG_NO_UI" flag assoc
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 10 - All All All
Operating System Microsoft Windows 10 - All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird Esr All All All All
Application Mozilla Thunderbird Esr All All All All
Reference

Security vulnerabilities fixed in Firefox 60 — Mozilla
Mozilla Firefox and Firefox ESR Multiple Security Vulnerabilities
1447080 - (CVE-2018-5174) Security: SEE_ MASK_FLAG_NO_UI behavior changes in Windows 10, allowing SmartScreen bypass

Security vulnerabilities fixed in Firefox ESR 52.8 — Mozilla
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Mozilla Firefox Multiple Bugs Let Remote Users Spoof Filenames, Bypass Security Restrictions, Obtain Potentially Sensitive Information, and
Security vulnerabilities fixed in Thunderbird 52.8 — Mozilla
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690642 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (5aefc41e-d304-4ec8-8c82-824184f08244)
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