JSON API

Print: PDF 1)

CVE-2018-5234

MITRE NVD CVE.ORG

/

CVE CVE-2018-5234
State PUBLIC
Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-30 18:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Hardware Symantec Norton Core
Hardware Symantec Norton Core
Operating System Symantec Norton Core Firmware
Operating System Symantec Norton Core Firmware

Version

All

All

Update
All
All
All

All

Edition Language
All All
All All
All All
All All

The Norton Core router prior to v237 may be susceptible to a command injection exploit. This is a type of attack in which th:
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References

1]

Reference

Norton Core Command Injection

CVE Program record

NVD vulnerability detail

Symantec Norton Core CVE-2018-5234 Local Command Injection Vulnerability

Source

CONFIRM

Norton Core Secure WiFi Router - 'BLE' Command Injection (PoC) - Hardware remote Exploit EXPLOIT-DB

BID

CVE.ORG

NVD

Link
www.symantec.com
www.exploit-db.com
www.securityfocus.com

www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2018-5234/mitre
https://cve.report/CVE-2018-5234/nist
https://cve.report/CVE-2018-5234/cve_org
https://cve.report/api/cve/CVE-2018-5234.json
https://cve.report/CVE-2018-5234.pdf
http://cve.report/vendor/symantec
http://cve.report/software/symantec/norton_core
http://cve.report/vendor/symantec
http://cve.report/software/symantec/norton_core
http://cve.report/vendor/symantec
http://cve.report/software/symantec/norton_core_firmware
http://cve.report/vendor/symantec
http://cve.report/software/symantec/norton_core_firmware
https://www.symantec.com/security_response/securityupdates/detail.jsp?fid=security_advisory&pvid=security_advisory&year=&suid=20180430_00
https://www.exploit-db.com/exploits/44574/
http://www.securityfocus.com/bid/103955
https://www.cve.org/CVERecord?id=CVE-2018-5234
https://nvd.nist.gov/vuln/detail/CVE-2018-5234
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