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ovssaoavnacrrrnunsuciinan  Gertain versions of Neon from Banconeon contain the foIIowing
’ vulnerability:

The Neon app 1.6.14 iOS does not verify X.509 certificates from SSL
servers, which allows remote attackers to spoof servers and obtain
sensitive information via a crafted certificate.

CVE-2018-5258 has been assigned by [J] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [SOEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH ] (NONE_ [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [4SEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

[CVE-2018-5258] Neon 1.6.14 for iOS Missing ) MIsC
SSL Certificate Validation - GitHub gist.github.com/rlaneth/d2203c206d5d5acbdaf6069e78b1d07f

gist.github.com
text/html
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Banco Neon: falha permite que hacker acesse B MISC www.tecmundo.com.br/seguranca/126192-banco-

conta e roube dados de clientes - TecMundo neon-falha-permite-hacker-acesse-conta-roube-dados-
clientes.htm

Redirecionando ... (%) MISC radialle.com/cve-2018-5258-writeup-aplicativo-do-
banco-neon-para-ios-n%C3%A30-valida-certificados-ssl-
84bed0Ob0cecb

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Banconeon Neon 1.6.14 All All All
Application Banconeon Neon 1.6.14 All All All

cpe:2.3:a:banconeon:neon:1.6.14:*:*:*:*:iphone_os:*:*:

cpe:2.3:a:banconeon:neon:1.6.14:*:*:*:*:iphone_os:*:*:

No vendor comments have been submitted for this CVE
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