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Summary

CVE CVE-2018-5281

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-08 09:29:00 UTC

Updated 2022-06-16 16:18:00 UTC

Description SonicWall SonicOS on Network Security Appliance (NSA) 2017 Q4 devices has XSS via the CFS Custom Category and Cloud AV DB Exclusion Settings screens.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Sonicwall Network Security Appliance 250m - All All All

Hardware Dell Sonicwall Network Security Appliance 250m - All All All

Hardware Dell Sonicwall Network Security Appliance 2600 - All All All

Hardware Dell Sonicwall Network Security Appliance 2600 - All All All

Hardware Dell Sonicwall Network Security Appliance 2650 - All All All

Hardware Dell Sonicwall Network Security Appliance 2650 - All All All

Hardware Dell Sonicwall Network Security Appliance 3600 - All All All

Hardware Dell Sonicwall Network Security Appliance 3600 - All All All

Hardware Dell Sonicwall Network Security Appliance 4600 - All All All

Hardware Dell Sonicwall Network Security Appliance 4600 - All All All

Hardware Dell Sonicwall Network Security Appliance 5600 - All All All

Hardware Dell Sonicwall Network Security Appliance 5600 - All All All

Hardware Dell Sonicwall Network Security Appliance 6600 - All All All

Hardware Dell Sonicwall Network Security Appliance 6600 - All All All

Operating System Dell Sonicwall Sonicos - All All All

Operating System Dell Sonicwall Sonicos - All All All

Hardware Sonicwall Nsa 250m - All All All
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Hardware Sonicwall Nsa 250m - All All All

Hardware Sonicwall Nsa 2600 - All All All

Hardware Sonicwall Nsa 2650 - All All All

Hardware Sonicwall Nsa 3600 - All All All

Hardware Sonicwall Nsa 4600 - All All All

Hardware Sonicwall Nsa 5600 - All All All

Hardware Sonicwall Nsa 6600 - All All All

Operating System Sonicwall Sonicos All All All All

Operating System Sonicwall Sonicos - All All All

References

Reference Source Link Tags

Dell SonicWall SonicOS NSA CVE-2018-5281 Multiple HTML Injection Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

www.vulnerability-lab.com/get_content.php MISC www.vulnerability-lab.com Exploit, Third Party Advisory

Security Advisory CONFIRM psirt.global.sonicwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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