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CVE CVE-2018-5360
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-14 02:29:00 UTC
Updated 2019-04-22 16:25:00 UTC
Description LibTIFF before 4.0.6 mishandles the reading of TIFF files, as demonstrated by a heap-based buffer over-read in the ReadT
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Graphicsmagick Graphicsmagick 1.3.27 All All All

Application Graphicsmagick Graphicsmagick 1.3.27 All All All

Application Libtiff Libtiff All All All All

Application Libtiff Libtiff All All All All

Reference Source Link T
Bug 2500 — CVE-2014-8127 libtiff: Out-of-bounds Read in the tiffset tool MISC bugzilla.maptools.org E
* libtiff/tif_dir.c: discard values of SMinSampleValue and (739dcd28) - Commits - libtiff / libtiff - Gitt,ab CONFIRM  gitlab.com P
GraphicsMagick / Bugs / #540 gm: heap-buffer-overflow in ReadTIFFImage (src/codersttiff.c) MISC sourceforge.net E
CVE Program record CVE.ORG www.cve.org c
NVD vulnerability detail NVD nvd.nist.gov c
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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