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Summary

CVE CVE-2018-5399

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-08 15:29:00 UTC

Updated 2019-10-09 23:41:00 UTC

Description The Auto-Maskin DCU 210E firmware contains an undocumented Dropbear SSH server, v2015.55, configured to listen on Port 22 while the DCU is running. The Dropbear server is configured with a hard-coded user name and password combination of root / amroot. The server is configured to use password only authentication not cryptographic keys, however the firmware image contains an RSA host-key for the server. An attacker can exploit this vulnerability to gain root access to the Angstrom Linux operating system and modify any binaries or configuration files in the firmware. Affected releases are Auto-Maskin DCU-210E RP-210E: Versions prior to 3.7 on ARMv7.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Auto-maskin Dcu-210e - All All All

Hardware Auto-maskin Dcu-210e - All All All

Operating System Auto-maskin Dcu-210e Firmware All All All All

Operating System Auto-maskin Dcu-210e Firmware All All All All

Hardware Auto-maskin Rp-210e - All All All

Hardware Auto-maskin Rp-210e - All All All

Operating System Auto-maskin Rp-210e Firmware All All All All

Operating System Auto-maskin Rp-210e Firmware All All All All

References

Reference Source Link Tags

CERT Vulnerability Notes Database CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

Auto-Maskin RP210E, DCU210E, and Marine Observer Pro (Android App) | CISA MISC www.us-cert.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit
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http://cve.report/software/auto-maskin/dcu-210e
http://cve.report/vendor/auto-maskin
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http://cve.report/vendor/auto-maskin
http://cve.report/software/auto-maskin/rp-210e_firmware
https://www.kb.cert.org/vuls/id/176301
https://www.us-cert.gov/ics/advisories/icsa-20-051-04
https://www.cve.org/CVERecord?id=CVE-2018-5399
https://nvd.nist.gov/vuln/detail/CVE-2018-5399


Discovery Credit

LEGACY: Reporters: Brian Satira, Brian Olson, Organization: Project Gunsway

There are currently no legacy QID mappings associated with this CVE.
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