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Summary

CVE CVE-2018-5408

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-08 15:30:00 UTC

Updated 2019-05-10 17:29:00 UTC

Description The PrinterLogic Print Management software, versions up to and including 18.3.1.96, does not validate, or incorrectly validates, the PrinterLogic management portal's SSL certificate. When a certificate is invalid or malicious, it might allow an attacker to spoof a trusted entity by using a man-in-the-middle (MITM) attack. The software might connect to a malicious host while believing it is a trusted host, or the software might be deceived into accepting spoofed data that appears to originate from a trusted host.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Printerlogic Print Management All All All All

References

Reference Source Link

PrinterLogic Print Management Software Multiple Security Vulnerabilities BID www.securityfocus.com

VU#169249 - PrinterLogic Print Management Software fails to validate SSL certificates or the integrity of software updates. CERT-VN kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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