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Summary

CVE CVE-2018-5410

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-07 13:29:00 UTC

Updated 2020-09-18 16:50:00 UTC

Description Dokan, versions between 1.0.0.5000 and 1.2.0.1000, are vulnerable to a stack-based buffer overflow in the dokan1.sys driver. An attacker can create a device handle to the system driver and send arbitrary input that will trigger the vulnerability. This vulnerability was introduced in the 1.0.0.5000 version update.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dokan Project Dokan All All All All

Application Dokan Project Dokan All All All All

References

Reference Source Link Tags

CWE - CWE-121: Stack-based Buffer Overflow (4.3) MISC cwe.mitre.org Third Party Advisory

VU#741315 - Dokan file system driver contains a stack-based buffer overflow CERT-VN kb.cert.org Third Party Advisory, US Government Resource

Dokany 1.2.0.1000 - Stack-Based Buffer Overflow Privilege Escalation - Windows local Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Release 1.2.1.1000 · dokan-dev/dokany · GitHub CONFIRM github.com Patch, Third Party Advisory

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to Parvez Anwar for reporting this vulnerability.

https://cve.report/
https://cve.report/CVE-2018-5410/mitre
https://cve.report/CVE-2018-5410/nist
https://cve.report/CVE-2018-5410/cve_org
https://cve.report/api/cve/CVE-2018-5410.json
https://cve.report/CVE-2018-5410.pdf
http://cve.report/vendor/dokan_project
http://cve.report/software/dokan_project/dokan
http://cve.report/vendor/dokan_project
http://cve.report/software/dokan_project/dokan
https://cwe.mitre.org/data/definitions/121.html
https://kb.cert.org/vuls/id/741315/
https://www.exploit-db.com/exploits/46155/
https://github.com/dokan-dev/dokany/releases/tag/v1.2.1.1000
http://www.securityfocus.com/bid/106274
https://www.cve.org/CVERecord?id=CVE-2018-5410
https://nvd.nist.gov/vuln/detail/CVE-2018-5410


There are currently no legacy QID mappings associated with this CVE.
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