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CVE CVE-2018-5434
State PUBLIC
Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-06-13 13:29:00 UTC
Updated 2019-10-09 23:41:00 UTC

Description The TIBCO Designer component of TIBCO Software Inc.'s TIBCO Runtime Agent, and TIBCO Runtime Agent for z/Linux ct
i

/ ]

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Tibco Runtime Agent All All All All

Application Tibco Runtime Agent All All All All

Reference Source Link Taq
TIBCO Security Advisory: June 12, 2018 - TIBCO Runtime Agent - 2018-5434 | TIBCO Software = CONFIRM  www.tibco.com Vel
TIBCO Runtime Agent CVE-2018-5434 XML External Entity Injection Vulnerability BID www.securityfocus.com  Thi
CVE Program record CVE.ORG www.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car

4] |

Vendor Comments And Credit

Discovery Credit

LEGACY: TIBCO would like to extend its appreciation to Baker Hamilton at Bishop Fox for
discovery of this vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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