
CVE-2018-5467
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2018-5467

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-06 21:29:00 UTC

Updated 2019-10-09 23:41:00 UTC

Description An Information Exposure Through Query Strings in GET Request issue was discovered in Belden Hirschmann RS, RSR, RSB, MACH100, MACH1000, MACH4000, MS, and OCTOPUS Classic Platform Switches. An information exposure through query strings vulnerability in the web interface has been identified, which may allow an attacker to impersonate a legitimate user.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Belden Hirschmann M1-8mm-sc - All All All

Hardware Belden Hirschmann M1-8mm-sc - All All All

Hardware Belden Hirschmann M1-8sfp - All All All

Hardware Belden Hirschmann M1-8sfp - All All All

Hardware Belden Hirschmann M1-8sm-sc - All All All

Hardware Belden Hirschmann M1-8sm-sc - All All All

Hardware Belden Hirschmann M1-8tp-rj45 - All All All

Hardware Belden Hirschmann M1-8tp-rj45 - All All All

Hardware Belden Hirschmann Mach102-24tp-f - All All All

Hardware Belden Hirschmann Mach102-24tp-f - All All All

Hardware Belden Hirschmann Mach102-24tp-fr - All All All

Hardware Belden Hirschmann Mach102-24tp-fr - All All All

Hardware Belden Hirschmann Mach102-8tp - All All All

Hardware Belden Hirschmann Mach102-8tp - All All All

Hardware Belden Hirschmann Mach102-8tp-f - All All All

Hardware Belden Hirschmann Mach102-8tp-f - All All All

Hardware Belden Hirschmann Mach102-8tp-fr - All All All
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Hardware Belden Hirschmann Mach102-8tp-fr - All All All

Hardware Belden Hirschmann Mach102-8tp-fr - All All All

Hardware Belden Hirschmann Mach102-8tp-r - All All All

Hardware Belden Hirschmann Mach102-8tp-r - All All All

Hardware Belden Hirschmann Mach104-16tx-poep - All All All

Hardware Belden Hirschmann Mach104-16tx-poep - All All All

Hardware Belden Hirschmann Mach104-16tx-poep-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -e - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -e-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -r - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -r-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep -e - All All All

Hardware Belden Hirschmann Mach104-16tx-poep -e - All All All

Hardware Belden Hirschmann Mach104-16tx-poep -e-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep -e-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep -r - All All All

Hardware Belden Hirschmann Mach104-16tx-poep -r - All All All

Hardware Belden Hirschmann Mach104-16tx-poep -r-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep -r-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -e - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -e - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -e-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -e-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -r - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -r - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -r-l3p - All All All

Hardware Belden Hirschmann Mach104-16tx-poep 2x -r-l3p - All All All

Hardware Belden Hirschmann Mach104-20tx-f - All All All

Hardware Belden Hirschmann Mach104-20tx-f - All All All
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Hardware Belden Hirschmann Mach104-20tx-f-4poe - All All All

Hardware Belden Hirschmann Mach104-20tx-f-4poe - All All All

Hardware Belden Hirschmann Mach104-20tx-f-l3p - All All All

Hardware Belden Hirschmann Mach104-20tx-f-l3p - All All All

Hardware Belden Hirschmann Mach104-20tx-fr - All All All

Hardware Belden Hirschmann Mach104-20tx-fr - All All All

Hardware Belden Hirschmann Mach104-20tx-fr-l3p - All All All

Hardware Belden Hirschmann Mach104-20tx-fr-l3p - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l2p - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l3e - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l3p - All All All

Hardware Belden Hirschmann Mach4002-24g-l2p - All All All

Hardware Belden Hirschmann Mach4002-24g-l2p - All All All

Hardware Belden Hirschmann Mach4002-24g-l3e - All All All

Hardware Belden Hirschmann Mach4002-24g-l3e - All All All

Hardware Belden Hirschmann Mach4002-24g-l3p - All All All

Hardware Belden Hirschmann Mach4002-24g-l3p - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l2p - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l2p - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l3e - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l3e - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l3p - All All All

Hardware Belden Hirschmann Mach4002-24g 3x-l3p - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l2p - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l3e - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l3p - All All All

Hardware Belden Hirschmann Mach4002-48g-l2p - All All All

Hardware Belden Hirschmann Mach4002-48g-l2p - All All All

Hardware Belden Hirschmann Mach4002-48g-l3e - All All All

Hardware Belden Hirschmann Mach4002-48g-l3e - All All All

Hardware Belden Hirschmann Mach4002-48g-l3p - All All All

Hardware Belden Hirschmann Mach4002-48g-l3p - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l2p - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l2p - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l3e - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l3e - All All All
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Hardware Belden Hirschmann Mach4002-48g 3x-l3e - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l3p - All All All

Hardware Belden Hirschmann Mach4002-48g 3x-l3p - All All All

Hardware Belden Hirschmann Ms20-0800eccp - All All All

Hardware Belden Hirschmann Ms20-0800eccp - All All All

Hardware Belden Hirschmann Ms20-0800saae - All All All

Hardware Belden Hirschmann Ms20-0800saae - All All All

Hardware Belden Hirschmann Ms20-0800saap - All All All

Hardware Belden Hirschmann Ms20-0800saap - All All All

Hardware Belden Hirschmann Ms20-1600eccp - All All All

Hardware Belden Hirschmann Ms20-1600eccp - All All All

Hardware Belden Hirschmann Ms20-1600saae - All All All

Hardware Belden Hirschmann Ms20-1600saae - All All All
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Hardware Belden Hirschmann Ms20-1600saap - All All All
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Hardware Belden Hirschmann Octopus 24m - All All All

Hardware Belden Hirschmann Octopus 24m - All All All

Hardware Belden Hirschmann Octopus 24m-8 Poe - All All All

Hardware Belden Hirschmann Octopus 24m-8 Poe - All All All
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Hardware Belden Hirschmann Octopus 24m-train-bp - All All All

Hardware Belden Hirschmann Octopus 5tx Eec - All All All

Hardware Belden Hirschmann Octopus 5tx Eec - All All All

Hardware Belden Hirschmann Octopus 8m - All All All
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