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CVE-2018-5510

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

essamnncurrnumsuenay— Gertain versions of Big-ip Access Policy Manager from F5 contain the
' following vulnerability:

On F5 BIG-IP 11.5.4 HF4-11.5.5, the Traffic Management Microkernel
(TMM) may restart when processing a specific sequence of packets on
IPv6 virtual servers.

CVE-2018-5510 has been assigned by (@ f5sirt@f5.com to track the vulnerability - currently rated as [[FIIE) severity.

Affected Vendor/Software: (§ F5 Networks, Inc. - BIG-IP (Analytics, LTM, AAM, AFM, APM, ASM, DNS, Edge, Gateway, GTM Link
Controller, PEM, WebAccelerator, WebSafe) version 11.5.4 HF4-11.5.5

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3 [ HIGH |
CVSS2 Score: [SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ [ NONE |

CVE References

Description Tags Link
{® CONFIRM support.f5.com/csp/article/K77671456


https://cve.report/
https://cve.report/CVE-2018-5510/mitre
https://cve.report/CVE-2018-5510/nist
https://cve.report/CVE-2018-5510/cve_org
https://cve.report/CVE-2018-5510.pdf
http://cve.report/software/f5/big-ip_access_policy_manager
http://cve.report/vendor/f5
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://support.f5.com/csp/article/K77671456

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application F5 Big-ip Access Policy Manager 11.5.4 All All All
Application F5 Big-ip Access Policy Manager 11.5.4 hf1 All All
Application F5 Big-ip Access Policy Manager 11.5.4 hf2 All All
Application F5 Big-ip Access Policy Manager 11.5.4 hf3 All All
Application F5 Big-ip Access Policy Manager 11.5.4 hf4 All All
Application F5 Big-ip Access Policy Manager 11.5.5 All All All
Application F5 Big-ip Access Policy Manager 11.5.4 All All All
Application F5 Big-ip Access Policy Manager 11.5.4 hf1 All All
Application F5 Big-ip Access Policy Manager 11.5.4 hf2 All All
Application F5 Big-ip Access Policy Manager 11.5.4 hf3 All All
Application F5 Big-ip Access Policy Manager 11.5.4 hf4 All All
Application F5 Big-ip Access Policy Manager 11.5.5 All All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 All All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 hf1 All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 hf2 All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 hf3 All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 hf4 All All
Application F5 Big-ip Advanced Firewall Manager 11.5.5 All All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 All All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 hf1 All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 hf2 All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 hf3 All All
Application F5 Big-ip Advanced Firewall Manager 11.5.4 hf4 All All
Application F5 Big-ip Advanced Firewall Manager 11.5.5 All All All
Application F5 Big-ip Analytics 11.5.4 All All All
Application F5 Big-ip Analytics 11.5.4 hf1 All All

Annliratinn FR Rin-in Analvtire 1154 hf2 All All
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Application
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Application
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Application
Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.4:** "

cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.4:hf2

cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.4:hf3

cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.4:hf4

cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.5

cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.4

cne? 3:afhhin-in access nolicv manaaer:11 5 4:-hf3:*-*-x-*-x-*.
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Kk kKK kK,

Kk koK kKK,
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cpe:2.3:a:f5:big-ip_access_policy_manager:11.5.5:* " "

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.4:*:* """

akakukakakak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.4:hf4:*:*:***::

Skkakakakakak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.5:*:%:":*:*:*::

Skk Lk kkakuk.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.4:*:*:*:**

dkak Lk akkuk.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.4:hf1:*:*:*

dkakuk Lk kuk.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.4:hf3:*:*:*:*:*::

akak Lk akukuk.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.4:hf4:*:*:***::

dkk ok k ok akak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:11.5.5:*:*:*:*

cpe:2.3:a:f5:big-ip_analytics:11.5.4:* " ™

Kk kKKK,

cpe:2.3:a:f5:big-ip_analytics:11.5.4:hf1:*:****::

Kk ok kKK,

cpe:2.3:a:f5:big-ip_analytics:11.5.4:hf3:* "

kKK kK,

cpe:2.3:a:f5:big-ip_analytics:11.5.4:hf4: >

cpe:2.3:a:f5:big-ip_analytics:11.5.5: "

ARk ak kR kK,

cpe:2.3:a:f5:big-ip_analytics:11.5.4:*: "

SRk kKKK,

cpe:2.3:a:f5:big-ip_analytics:11.5.4:hf1 "

kKoK kKK,

cpe:2.3:a:f5:big-ip_analytics:11.5.4:hf2:* "

SRk kL KKk,

cpe:2.3:a:f5:big-ip_analytics:11.5.4:hf3:* " *:*:

SRk ok KKk,

cpe:2.3:a:f5:big-ip_analytics:11.5.4:hf4:* "%

cpe:2.3:a:f5:big-ip_analytics:11.5.5:*: %" *:*:*:

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.4:*:*:*:*:**:*:



cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.5:*: """

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.4:*: "

akak Lk akLkk.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.4:hf1:*:*:*

akak kK ukuk.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.4:hf3:*:*:**:*:*:

KKk akakuk.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.4:hf4:*:*:**:*:*:

dkkak ok akakuk.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:11.5.5:%:**:**:*:*:

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.4:*:**:* "

KRk akakuk.

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.4:hf2:*:*:**:*:*:

KRk akukuk.

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.4:hf3:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.5:* " *:*:

Sk Lk kkakakak.

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.4:*:**:**:*:*:

KRk akakuk.

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.4:hf1:*:*:***:

KKk ok ukuk.

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.4:hf2:*:*:*:*:*:*:

KKk ok akuk.

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.4:hf3:*:*:*:*:*:*:

Kk koK kR,

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.4:hf4:*:*:*:**:*:

LRk ak kR akak.

cpe:2.3:a:f5:big-ip_application_security_manager:11.5.5:***:**:*:*:

cpe:2.3:a:f5:big-ip_domain_name_system:11.5.4:* "

SRk Lk KRk,

cpe:2.3:a:f5:big-ip_domain_name_system:11.5.4:hf1:**:***:*:

SRk kL Kk k.

cpe:2.3:a:f5:big-ip_domain_name_system:11.5.4:hf2:*:*:**:*:*:

Kk kL Kk k.

cpe:2.3:a:f5:big-ip_domain_name_system:11.5.4:hf3:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_domain_name_system:11.5.5:*****:*:

B o T I T S R L R e



Ccpez.3:a:10ipIg-Ip_aomain_name_sysiem: | 1.0.4:" """ m

cpe:2.3:a:f5:big-ip_domain_name_system:11.5.5:* "™

dkukakakakakak.

cpe:2.3:a:f5:big-ip_edge_gateway:11.5.4::***:*:*:*:

akak Lk akakuk.

cpe:2.3:a:f5:big-ip_edge_gateway:11.5.4:hf1:"*: "

cpe:2.3:a:f5:big-ip_edge_gateway:11.5.5:***:*:*:*:

dk Kk Lk kakak.

cpe:2.3:a:f5:big-ip_edge_gateway:11.5.4:* " :*:*:

KRk akukuk.

cpe:2.3:a:f5:big-ip_edge_gateway:11.5.4:hf1:*****:*:

cpe:2.3:a:f5:big-ip_edge_gateway:11.5.5:**:*:*:*:*;

ARk kR Rk k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.4: " :*:

kK kR k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.4:hf1 > "

dk kR kR Rk,

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.5:* " :*:

ak kR kR Rk,

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.4:* " :*:

KKk Kk k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.4:hf1:**:***:*:

KKk akak k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.4:hf2:*:*:**:*:*:

Kk kKK k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.4:hf3:*:*:*:*:*:*:



cpe:2.3:a:f5:big-ip_global_traffic_manager:11.5.5:* " :*:

cpe:2.3:a:f5:big-ip_link_controller:11.5.4:*:*: " :*:

cpe:2.3:a:f5:big-ip_link_controller:11.5.5:*:*:*:**:*:*:

N

cpe:2.3:a:f5:big-ip_link_controller:11.5.4:*:*:*:**:*::

LRk kakakakuk.

cpe:2.3:a:f5:big-ip_link_controller:11.5.5:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.4:: "™

dkak Lk akkuk.

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.4:hf1:*:*

dkak kR kuk.

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.4:hf3:*:*:**:*::

dkak Lk akukak.

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.4:hf4:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.5:* " "

kKKK kKK,

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.4: "

Rk kR akak.

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.4:hf4:*:*:*:*:*:*:

kKKK oKk,

cpe:2.3:a:f5:big-ip_local_traffic_manager:11.5.5:**:***:*:*:

dk kR ok ak Rk,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.4:*:*:*:***:*:

Kk kKK ok,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.4:hf1:**:***:*:



cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.5:* "

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.4:* " "

KLk Lk kKK,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.4:hf4:*:*:*:**::

akkak ok kakk,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:11.5.5:%:*:*:*

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.4:* =" **:*:

Skkkukakak.

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.4:hf1 :*:***:*:*:

Skukakk k.

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.4:hf3:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.4:hf4:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.5:*** " :™:

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.4:*:* " ™

Skukakakkak.

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.4:hf2:*:*:*:*:*:*:

Lkuk Lk kkuk.

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.4:hf3:*:****:*:

Lkkakakkuk,

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.4:hf4:*****:*:

Kk kKK kK,

cpe:2.3:a:f5:big-ip_webaccelerator:11.5.5:* " :*:

Kk ok kKKK,

cpe:2.3:a:f5:big-ip_websafe:11.5.4:*****

Kk kKK kK,

cpe:2.3:a:f5:big-ip_websafe:11.5.5:* % ***:*:

cpe:2.3:a:f5:big-ip_websafe:11.5.4: ™



cpe:2.3:a:f5:big-ip_websafe:11.5.5: " "

No vendor comments have been submitted for this CVE
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