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Certain versions of Big-ip Access Policy Manager Client from F5
contain the following vulnerability:

Windows Logon Integration feature of F5 BIG-IP APM client prior to
version 7.1.7.1 for Windows by default uses Legacy logon mode which
uses a SYSTEM account to establish network access. This feature
displays a certificate user interface dialog box which contains the link
to the certificate policy. By clicking on the link, unprivileged users can

open additional dialog boxes and get access to the local machine windows explorer which
can be used to get administrator privilege. Windows Logon Integration is vulnerable when the
APM client is installed by an administrator on a user machine. Users accessing the local
machine can get administrator privileges

CVSS3 Score: 7.8 - HIGH
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CVSS2 Score: 7.2 - HIGH
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CVE-2018-5547 has been assigned by  f5sirt@f5.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  F5 Networks, Inc. - BIG-IP APM client for Windows version Prior to version 7.1.7.1
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CVE References

Description Tags Link

No Description Provided support.f5.com

text/html

 CONFIRM
support.f5.com/csp/article/K10015187?
utm_source=f5support&utm_medium=RSS

F5 BIG-IP APM Client for Windows Lets Local Users Obtain
System Privileges - SecurityTracker

Third Party Advisory

VDB Entry

www.securitytracker.com

text/html

 SECTRACK 1041511

No Description Provided Vendor Advisory

support.f5.com

text/html

 CONFIRM
support.f5.com/csp/article/K10015187

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager Client 7.1.6 All All All

Application F5 Big-ip Access Policy Manager Client 7.1.6.1 All All All

Application F5 Big-ip Access Policy Manager Client 7.1.7 All All All

Application F5 Big-ip Access Policy Manager Client 7.1.6 All All All

Application F5 Big-ip Access Policy Manager Client 7.1.6.1 All All All

Application F5 Big-ip Access Policy Manager Client 7.1.7 All All All

No vendor comments have been submitted for this CVE
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