
CVE-2018-5650
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2018-5650

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-12 22:29:00 UTC

Updated 2021-08-02 00:15:00 UTC

Description In Long Range Zip (aka lrzip) 0.631, there is an infinite loop and application hang in the unzip_match function in runzip.c. Remote attackers could leverage this vulnerability to cause a denial of service via a crafted lrz file.

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Long Range Zip Project Long Range Zip 0.631 All All All

Application Long Range Zip Project Long Range Zip 0.631 All All All

References

Reference Source Link Tags

Infinite Loop Vulnerability in unzip_match function (src/runzip.c) · Issue #88 · ckolivas/lrzip · GitHub MISC github.com Exploit, Third Party Advisory

[SECURITY] [DLA 2725-1] lrzip security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178734 Debian Security Update for lrzip (DLA 2725-1)

198595 Ubuntu Security Notification for Long Range ZIP Vulnerabilities (USN-5171-1)
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