CVE-2018-5730

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2018-5730
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-06 20:29:00 UTC
Updated 2023-11-07 02:58:00 UTC
Description MIT krb5 1.6 or later allows an authenticated kadmin with permission to add principals to an LDAP Kerberos database to cil
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Risk And Classification

Problem Types: CWE-90

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Fedoraproject Fedora 26 All All All
Operating System Fedoraproject Fedora 27 All All All
Operating System Fedoraproject Fedora 26 All All All
Operating System Fedoraproject Fedora 27 All All All
Application Mit Kerberos 5 All All All All
Application Mit Kerberos 5 All All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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Reference Source Link

[SECURITY] Fedora 26 Update: krb5-1.15.2-7.fc26 - package-announce - Fedora Mailing-Lists lists.fedora
[SECURITY] Fedora 26 Update: krb5-1.15.2-7.fc26 - package-announce - Fedora Mailing-Lists FEDORA lists.fedora
[SECURITY] [DLA 2771-1] krb5 security update MLIST lists.debiar

1551082 — (CVE-2018-5730) CVE-2018-5730 krb5: DN container check bypass by supplying special crafted data CONFIRM bugzilla.rec

Fix flaws in LDAP DN checking - krb5/krb5@e1caf6f - GitHub CONFIRM github.corr
[SECURITY] Fedora 27 Update: krb5-1.15.2-7.fc27 - package-announce - Fedora Mailing-Lists lists.fedora
[SECURITY] Fedora 27 Update: krb5-1.15.2-7.fc27 - package-announce - Fedora Mailing-Lists FEDORA lists.fedora
#891869 - krb5: CVE-2018-5729 CVE-2018-5730 - Debian Bug report logs CONFIRM bugs.debic
[SECURITY] [DLA 1643-1] krb5 security update MLIST lists.debiar
Red Hat Customer Portal REDHAT access.red
Red Hat Customer Portal REDHAT access.red
MIT Kerberos Lets Remote Authenticated Users Gain Elevated Privileges in Certain Cases - Security Tracker SECTRACK www.secul
CVE Program record CVE.ORG WWW.cve.c
NVD vulnerability detail NVD nvd.nist.gc
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178852 Debian Security Update for krb5 (DLA 2771-1)
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