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CVE CVE-2018-5743
State PUBLIC
Assigner security-officer@isc.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-09 16:15:00 UTC
Updated 2023-11-07 02:58:00 UTC
Description By design, BIND is intended to limit the number of TCP clients that can be connected at any given time. The number of allo

/ |

1|

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application F5 Big-ip Access Policy Manager 15.0.0 All All All
Application F5 Big-ip Access Policy Manager 15.0.0 All All All
Application F5 Big-ip Access Policy Manager All All All All
Application F5 Big-ip Access Policy Manager All All All All
Application F5 Big-ip Access Policy Manager All All All All
Application F5 Big-ip Access Policy Manager All All All All
Application F5 Big-ip Advanced Firewall Manager 15.0.0 All All All
Application F5 Big-ip Advanced Firewall Manager 15.0.0 All All All
Application F5 Big-ip Advanced Firewall Manager All All All All
Application F5 Big-ip Advanced Firewall Manager All All All All
Application F5 Big-ip Advanced Firewall Manager All All All All
Application F5 Big-ip Advanced Firewall Manager All All All All
Application F5 Big-ip Analytics 15.0.0 All All All
Application F5 Big-ip Analytics 15.0.0 All All All
Application F5 Big-ip Analytics All All All All
Application F5 Big-ip Analytics All All All All
Application F5 Big-ip Analytics All All All All
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Application Isc Bind 9.14.0 All All All

Application Isc Bind 9.9.3 s1 All All

Application Isc Bind 9.10.8 p1 All All

Application Isc Bind 9.11.5 s3 All All

Application Isc Bind 9.11.5 s5 All All

Application Isc Bind 9.14.0 All All All

Application Isc Bind 9.9.3 s1 All All

Application Isc Bind All All All All

Application Isc Bind All All All All

Application Isc Bind All All All All

Application Isc Bind All All All All

Reference Source Link Tags

support.f5.com/csp/article/K74009656 CONFIRM  support.f5.com Third Party Advisc

CVE-2018-5743: Limiting simultaneous TCP clients is ineffective - Security Advisories CONFIRM kb.isc.org Third Party Advisc

Synology Inc. CONFIRM  www.synology.com

myF5 support.f5.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysi:
Hl s

Vendor Comments And Credit

Discovery Credit
LEGACY: ISC would like to thank AT&T for helping us to discover this issue.

Legacy QID Mappings

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
377171 Alibaba Cloud Linux Security Update for bind (ALINUX2-SA-2019:0037)

378251 Virtuozzo Linux Security Update for bind-chroot (VZLSA-2019:1492)

500053 Alpine Linux Security Update for bind

503734 Alpine Linux Security Update for bind

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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