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assaonvureirriunsuciiad  Gertain versions of Debian Linux from Debian contain the foIIowing
’ vulnerability:

In the function wmi_set_ie(), the length validation code does not handle
unsigned integer overflow properly. As a result, a large value of the
'ie_len" argument can cause a buffer overflow in all Android releases
from CAF (Android for MSM, Firefox OS for MSM, QRD Android) using
the Linux Kernel.

CVE-2018-5848 has been assigned by @ product-security@qualcomm.com to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: ( Qualcomm, Inc. - Android for MSM, Firefox OS for MSM, QRD Android version All Android releases
from CAF using the Linux kernel

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [AEEMEDIUM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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https://cve.report/
https://cve.report/CVE-2018-5848/mitre
https://cve.report/CVE-2018-5848/nist
https://cve.report/CVE-2018-5848/cve_org
https://cve.report/CVE-2018-5848.pdf
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[SECURITY] [DLA 1715-1] linux-4.9 Mailing List (@ MLIST [debian-lts-announce] 20190315 [SECURITY] [DLA 1715-1]
security update UNCIEEO R CIVERRA linux-4.9 security update

lists.debian.org

text/html

[SECURITY] [DLA 1731-2] linux Mailing List (@ MLIST [debian-lts-announce] 20190401 [SECURITY] [DLA 1731-2]
regression update ACIECIERRA linux regression update

lists.debian.org

text/html

Pixel/Nexus Security Bulletin—May 2018 Vendor Advisory = MISC MISC
source.android.com
text/html

Red Hat Customer Portal IO & REDHAT RHSA-2018:3083
access.redhat.com
text/html

May 2018 Code Aurora Security Bulletin - ~ MISC www.codeaurora.org/security-bulletin/2018/05/11/may-2018-

Code Aurora NTEEM PG code-aurora-security-bulletin-2

www.codeaurora.org

text/html
[SECURITY] [DLA 1731-1] linux security Mailing List (@ MLIST [debian-lts-announce] 20190327 [SECURITY] [DLA 1731-1]
update CIEEOCIERRA linux security update

lists.debian.org
text/html

Red Hat Customer Portal el a4 REDHAT RHSA-2018:2948
access.redhat.com
text/html

Red Hat Customer Portal CIEE OGRS 4 REDHAT RHSA-2018:3096
access.redhat.com
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

753730 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 20 for SLE 12 SP2) (SUSE-SU-2018:4127-1)

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 8.0 All All All
System

Operating Debian Debian Linux 8.0 All All All
System

Operating Google Android - All All All
System

Operating Google Android - All All All
System

Operating Redhat Enterprise Linux Desktop 7.0 All All All
System


https://lists.debian.org/debian-lts-announce/2019/03/msg00017.html
https://lists.debian.org/debian-lts-announce/2019/04/msg00004.html
https://source.android.com/security/bulletin/pixel/2018-05-01
https://access.redhat.com/errata/RHSA-2018:3083
https://www.codeaurora.org/security-bulletin/2018/05/11/may-2018-code-aurora-security-bulletin-2
https://lists.debian.org/debian-lts-announce/2019/03/msg00034.html
https://access.redhat.com/errata/RHSA-2018:2948
https://access.redhat.com/errata/RHSA-2018:3096
mailto:%20comment@cve.report
http://cve.report/qid/753730
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop

vperatng Heanat Enterprise LinuxX UesKiop /.U All All All
System

Operating Redhat Enterprise Linux Server 7.0 All All All
System
Operating Redhat Enterprise Linux Server 7.0 All All All
System
Operating Redhat Enterprise Linux Workstation 7.0 All All All
System
Operating Redhat Enterprise Linux Workstation 7.0 All All All
System
Application Redhat Virtualization Host 4.0 All All All
Application Redhat Virtualization Host 4.0 All All All

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:**:*:*:

dkkak Lk kakak.

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:**:*:*:

e_ekakakokLkuk ok,

cpe:2.3:0:google:android:-:*:*

e_ekakak ok Lkuk ok,

cpe:2.3:0:google:android:-:*:***x

akLk kKKK Lk,

cpe:2.3:0:redhat:enterprise_linux_desktop:7.0:*:*:*:*:*:*:*:

cpe:2.3:0:redhat:enterprise_linux_desktop:7.0:*:** "

ARk kR kR k.

cpe:2.3:0:redhat:enterprise_linux_server:7.0:*:*:*

cpe:2.3:0:redhat:enterprise_linux_server:7.0:*:*:* "

Sk Lk ak ok akakak.

cpe:2.3:0:redhat:enterprise_linux_workstation:7.0:*:*:*:**:*:*:

dkk Lk ukakakuk.

cpe:2.3:0:redhat:enterprise_linux_workstation:7.0:*:*:*:**:*:*:

cpe:2.3:a:redhat:virtualization_host:4.0:*:*:* "

Kk kKK kLK,

cpe:2.3:a:redhat:virtualization_host:4.0:*:*:*:*:**:*:

No vendor comments have been submitted for this CVE
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