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Summary

CVE CVE-2018-5921

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-03 20:29:00 UTC

Updated 2018-11-27 15:41:00 UTC

Description A potential security vulnerability has been identified with certain HP printers and MFPs in 2405129_000052 and other firmware versions. This vulnerability is known as Cross Site Request Forgery, and could potentially be exploited remotely to allow elevation of privilege.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp A2w75a - All All All

Hardware Hp A2w75a - All All All

Operating System Hp A2w75a Firmware All All All All

Operating System Hp A2w75a Firmware All All All All

Hardware Hp A2w76a - All All All

Hardware Hp A2w76a - All All All

Operating System Hp A2w76a Firmware All All All All
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Operating System Hp A2w78a Firmware All All All All

Operating System Hp A2w78a Firmware All All All All

Hardware Hp A2w79a - All All All
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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