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Summary

CVE CVE-2018-5925

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-13 15:29:00 UTC

Updated 2018-10-15 13:36:00 UTC

Description A security vulnerability has been identified with certain HP Inkjet printers. A maliciously crafted file sent to an affected device can cause a static buffer overflow, which could allow remote code execution.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 1dt61a - All All All

Hardware Hp 1dt61a - All All All

Operating System Hp 1dt61a Firmware 1828a All All All

Operating System Hp 1dt61a Firmware 1828a All All All

Hardware Hp 1jl02a - All All All

Hardware Hp 1jl02a - All All All

Operating System Hp 1jl02a Firmware 1829a All All All

Operating System Hp 1jl02a Firmware 1829a All All All

Hardware Hp 1jl02b - All All All

Hardware Hp 1jl02b - All All All

Operating System Hp 1jl02b Firmware 1829a All All All

Operating System Hp 1jl02b Firmware 1829a All All All

Hardware Hp 1sh08 - All All All

Hardware Hp 1sh08 - All All All

Operating System Hp 1sh08 Firmware 1828a All All All

Operating System Hp 1sh08 Firmware 1828a All All All

Hardware Hp 2nd31a - All All All
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Operating System Hp 3aw51a Firmware 1828a All All All
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Hardware Hp 3yz74a - All All All
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