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Summary

CVE CVE-2018-5950

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-23 16:29:00 UTC

Updated 2023-11-07 02:58:00 UTC

Description Cross-site scripting (XSS) vulnerability in the web UI in Mailman before 2.1.26 allows remote attackers to inject arbitrary web script or HTML via a user-options URL.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Gnu Mailman All All All All

Application Gnu Mailman All All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All
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Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

[SECURITY] [DLA 1272-1] mailman security update MLIST lists.debian.org Mailing List, Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

[Mailman-Users] Mailman 2.1.26 Security release Feb 4, 2018 MLIST www.mail-archive.com Patch, Third Party Advisory

Mailman 2.1.23 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

GNU Mailman CVE-2018-5950 Cross Site Scripting Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

USN-3563-1: Mailman vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com Third Party Advisory

Debian -- Security Information -- DSA-4108-1 mailman DEBIAN www.debian.org Third Party Advisory

[Mailman-Users] Mailman 2.1.26 Security release Feb 4, 2018 www.mail-archive.com

Bug #1747209 “XSS vulnerability and information leak in user opt...” : Bugs : GNU Mailman CONFIRM bugs.launchpad.net Issue Tracking, Patch, Third Party Advisory

http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
https://access.redhat.com/errata/RHSA-2018:0505
https://lists.debian.org/debian-lts-announce/2018/02/msg00007.html
https://access.redhat.com/errata/RHSA-2018:0504
https://www.mail-archive.com/mailman-users@python.org/msg70375.html
http://packetstormsecurity.com/files/159761/Mailman-2.1.23-Cross-Site-Scripting.html
http://www.securityfocus.com/bid/104594
https://usn.ubuntu.com/3563-1/
https://www.debian.org/security/2018/dsa-4108
https://www.mail-archive.com/mailman-users%2540python.org/msg70375.html


Bug #1747209 “XSS vulnerability and information leak in user opt...” : Bugs : GNU Mailman CONFIRM bugs.launchpad.net Issue Tracking, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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