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Summary

CVE CVE-2018-6015

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-26 20:29:00 UTC

Updated 2018-02-12 18:45:00 UTC

Description An issue was discovered in the "Email Subscribers & Newsletters" plugin before 3.4.8 for WordPress. Sending an HTTP POST request to a URI with /?es=export at the end, and adding option=view_all_subscribers in the body, allows downloading of a CSV data file with all subscriber data.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Icegram Email Subscribers Newsletters All All All All

Application Icegram Email Subscribers Newsletters All All All All

Application Icegram Email Subscribers Newsletters All All All All

References

Reference Source

Vulnerability in WordPress Email Subscribers & Newsletters plugin <=3.4.7 MISC

WordPress Plugin Email Subscribers & Newsletters 3.4.7 - Information Disclosure - PHP webapps Exploit EXPLOIT-DB

Email Subscribers & Newsletters – Simple and Effective Email Marketing WordPress Plugin – WordPress plugin | WordPress.org CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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