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An integer overflow on 32-bit systems in WebAssembly in Google Chrome prior to 66.0.3359.117 allowed a remote attacke
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

References

Vendor Product Version Update Edition Language
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Google Chrome All All All All
Google Chrome All All All All
Redhat Linux Desktop 6.0 All All All
Redhat Linux Desktop 6.0 All All All
Redhat Linux Server 6.0 All All All
Redhat Linux Server 6.0 All All All
Redhat Linux Workstation 6.0 All All All
Redhat Linux Workstation 6.0 All All All

Reference

Debian -- Security

Chrome Releases:

Source Link
Information -- DSA-4182-1 chromium-browser DEBIAN www.debian.org

Stable Channel Update for Desktop CONFIRM chromereleases.googleblo
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819869 - chromium - An open-source project to help move the web forward. - Monorail crbug.com

Google Chrome - Integer Overflow when Processing WebAssembly Locals - Multiple dos Exploit EXPLOIT-DB  www.exploit-db.com

Google Chrome Prior to 66.0.3359.117 Multiple Security Vulnerabilities BID www.securityfocus.com
Red Hat Customer Portal REDHAT access.redhat.com
Chromium, Google Chrome: Multiple vulnerabilities (GLSA 201804-22) — Gentoo security GENTOO security.gentoo.org
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov

4] H

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710247 Gentoo Linux Chromium, Google Chrome Multiple Vulnerabilities (GLSA 201804-22)
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