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Summary

CVE CVE-2018-6185

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-07 15:29:00 UTC

Updated 2019-06-11 17:28:00 UTC

Description In Cloudera Navigator Key Trustee KMS 5.12 and 5.13, incorrect default ACL values allow remote access to purge and undelete API calls on encryption zone keys. The Navigator Key Trustee KMS includes 2 API calls in addition to those in Apache Hadoop KMS: purge and undelete. The KMS ACL values for these commands are keytrustee.kms.acl.PURGE and keytrustee.kms.acl.UNDELETE respectively. The default value for the ACLs in Key Trustee KMS 5.12.0 and 5.13.0 is "*" which allows anyone with knowledge of the name of an encryption zone key and network access to the Key Trustee KMS to make those calls against known encryption zone keys. This can result in the recovery of a previously deleted, but not purged, key (undelete) or the deletion of a key in active use (purge) resulting in loss of access to encrypted HDFS data.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudera Cloudera Manager 5.12.0 All All All

Application Cloudera Cloudera Manager 5.12.1 All All All

Application Cloudera Cloudera Manager 5.12.2 All All All

Application Cloudera Cloudera Manager 5.13.0 All All All

Application Cloudera Cloudera Manager 5.13.1 All All All

Application Cloudera Cloudera Manager 5.12.0 All All All

Application Cloudera Cloudera Manager 5.12.1 All All All

Application Cloudera Cloudera Manager 5.12.2 All All All

Application Cloudera Cloudera Manager 5.13.0 All All All

Application Cloudera Cloudera Manager 5.13.1 All All All

Application Cloudera Navigator Key Trustee Kms 5.12.0 All All All

Application Cloudera Navigator Key Trustee Kms 5.13.0 All All All

Application Cloudera Navigator Key Trustee Kms 5.12.0 All All All

Application Cloudera Navigator Key Trustee Kms 5.13.0 All All All
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Machine Learning | Analytics | Cloud - Cloudera MISC www.cloudera.com Vendor Advisory

Cloudera Security Bulletins CONFIRM www.cloudera.com Mitigation, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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