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Summary

CVE CVE-2018-6218

State PUBLIC

Assigner security@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-16 22:29:00 UTC

Updated 2021-09-13 12:22:00 UTC

Description A DLL Hijacking vulnerability in Trend Micro's User-Mode Hooking Module (UMH) could allow an attacker to run arbitrary code on a vulnerable system.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trendmicro Deep Security 10.0 All All All

Application Trendmicro Deep Security 10.1 All All All

Application Trendmicro Endpoint Sensor 1.6 All All All

Application Trendmicro Officescan 11.0 All All All

Application Trendmicro Officescan 12.0 All All All

Application Trendmicro Security 12.0 All All All

Application Trendmicro Worry-free Business Security 9.5 All All All

Application Trendmicro Worry-free Business Security 9.5 All All All

Application Trend Micro Deep Security 10.0 All All All

Application Trend Micro Deep Security 10.1 All All All

Application Trend Micro Deep Security 10.0 All All All

Application Trend Micro Deep Security 10.1 All All All

Application Trend Micro Endpoint Sensor 1.6 All All All

Application Trend Micro Endpoint Sensor 1.6 All All All

Application Trend Micro Officescan 11.0 All All All

Application Trend Micro Officescan 12.0 All All All

Application Trend Micro Officescan 11.0 All All All
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Application Trend Micro Officescan 11.0 All All All

Application Trend Micro Officescan 12.0 All All All

Application Trend Micro Security 12.0 All All All

Application Trend Micro Security 12.0 All All All

Application Trend Micro Worry-free Business Security 9.5 All All All

Application Trend Micro Worry-free Business Security 9.5 All All All

Application Trend Micro Worry-free Business Security 9.5 All All All

Application Trend Micro Worry-free Business Security 9.5 All All All

References

Reference Source Link Tags

JVN#28865183: トレンドマイクロ株式会社製の複数の製品における DLL 読み込みに関する脆弱性 JVN jvn.jp Third Party Advisory

Multiple Trend Micro Products CVE-2018-6218 DLL Loading Remote Code Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

User-Mode Hooking (UMH) Module DLL Hijacking Vulnerability CONFIRM success.trendmicro.com Vendor Advisory

Q&A | Trend Micro Business Support MISC success.trendmicro.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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