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Summary

CVE CVE-2018-6260

State PUBLIC

Assigner psirt@nvidia.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-13 17:29:00 UTC

Updated 2019-04-18 19:29:00 UTC

Description NVIDIA graphics driver contains a vulnerability that may allow access to application data processed on the GPU through a side channel exposed by the GPU performance counters. Local user access is required. This is not a network or remote attack vector.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nvidia Gpu Driver - All All All

Application Nvidia Gpu Driver - All All All

References

Reference Source

Security Bulletin: NVIDIA GPU Display Driver - February 2019 | NVIDIA CONFIRM

USN-3904-1: NVIDIA graphics drivers vulnerability | Ubuntu security notices UBUNTU

Security Notice: NVIDIA Response to “Rendered Insecure: GPU Side Channel Attacks are Practical” - November 2018 | NVIDIA CONFIRM

NVIDIA GPU Display Driver Update - Lenovo Support US CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296089 Oracle Solaris 11.4 Support Repository Update (SRU) 10.1.3 Missing (CPUAPR2019)
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