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Summary

CVE CVE-2018-6461

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-05 07:29:00 UTC

Updated 2018-03-13 19:56:00 UTC

Description March Hare WINCVS before 2.8.01 build 6610, and CVS Suite before 2009R2 build 6610, contains an Insecure Library Loading vulnerability in the wincvs2.exe or wincvs.exe file, which may allow local users to gain privileges via a Trojan horse Python or TCL DLL file in the current working directory.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application March-hare Wincvs All All All All

Application March-hare Wincvs All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link

WINCVS 2009R2 DLL Hijacking ≈ Packet Storm MISC packetstormsecurity.com

WINCVS Security Vulnerability or Exposure CONFIRM march-hare.com

hyp3rlinx.altervista.org/advisories/CVS-SUITE-2009R2-INSECURE-LIBRARY-LOADING-CVE-2018... MISC hyp3rlinx.altervista.org

Full Disclosure: CVS Suite 2009R2 Insecure Library Loading CVE-2018-6461 FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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