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Summary

CVE CVE-2018-6496

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-16 01:29:00 UTC

Updated 2023-11-07 02:59:00 UTC

Description Remote Cross-site Request forgery (CSRF) potential has been identified in UCMBD Browser version 4.10, 4.11, 4.12, 4.13, 4.14, 4.15, 4.15.1 which could allow for remote unsafe deserialization and cross-site request forgery (CSRF).

Risk And Classification

Problem Types: CWE-352 | CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microfocus Universal Cmbd Browser All All All All

References

Reference

HP UCMDB Browser CVE-2018-6496 Cross Site Request Forgery Vulnerability

MFSBGN03809 rev.1 - Universal CMDB, Deserialization Java Objects and CSRF - , universal cmdb - other - Micro Focus Software Support

Micro Focus Universal Configuration Management Database Browser Lets Remote Users Conduct Cross-Site Request Forgery and Object Deserialization Attacks - SecurityTracker

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: Micro Focus would like to thank Mateusz Garncarek for reporting this issue to
cyber-psrt@microfocus.com.

There are currently no legacy QID mappings associated with this CVE.
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