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Summary

CVE CVE-2018-6499

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-30 21:29:00 UTC

Updated 2023-11-07 02:59:00 UTC

Description Remote Code Execution in the following products Hybrid Cloud Management Containerized Suite HCM2017.11, HCM2018.02, HCM2018.05, Operations Bridge Containerized Suite 2017.11, 2018.02, 2018.05, Data Center Automation Containerized Suite 2017.01 until 2018.05, Service Management Automation Suite 2017.11, 2018.02, 2018.05, Service Virtualization (SV) with floating licenses using Any version using APLS older than 10.7, Unified Functional Testing (UFT) with floating licenses using Any version using APLS older than 10.7, Network Virtualization (NV) with floating licenses using Any version using APLS older than 10.7 and Network Operations Management (NOM) Suite CDF 2017.11, 2018.02, 2018.05 will allow Remote Code Execution.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microfocus Autopass License Server All All All All

Application Microfocus Autopass License Server All All All All

Application Microfocus Data Center Automation 2017.01 All All All

Application Microfocus Data Center Automation 2017.05 All All All

Application Microfocus Data Center Automation 2017.08 All All All

Application Microfocus Data Center Automation 2017.09 All All All

Application Microfocus Data Center Automation 2017.11 All All All

Application Microfocus Data Center Automation 2018.02 All All All

Application Microfocus Data Center Automation 2018.05 All All All

Application Microfocus Data Center Automation 2017.01 All All All

Application Microfocus Data Center Automation 2017.05 All All All

Application Microfocus Data Center Automation 2017.08 All All All

Application Microfocus Data Center Automation 2017.09 All All All

Application Microfocus Data Center Automation 2017.11 All All All

Application Microfocus Data Center Automation 2018.02 All All All

Application Microfocus Data Center Automation 2018.05 All All All

Application Microfocus Hybrid Cloud Management 2017.11 All All All

https://cve.report/
https://cve.report/CVE-2018-6499/mitre
https://cve.report/CVE-2018-6499/nist
https://cve.report/CVE-2018-6499/cve_org
https://cve.report/CVE-2018-6499.pdf
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/autopass_license_server
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/autopass_license_server
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/data_center_automation
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/hybrid_cloud_management


Application Microfocus Hybrid Cloud Management 2017.11 All All All

Application Microfocus Hybrid Cloud Management 2017.11 All All All

Application Microfocus Hybrid Cloud Management 2018.02 All All All

Application Microfocus Hybrid Cloud Management 2018.02 All All All

Application Microfocus Hybrid Cloud Management 2018.05 All All All

Application Microfocus Hybrid Cloud Management 2018.05 All All All

Application Microfocus Hybrid Cloud Management 2017.11 All All All

Application Microfocus Hybrid Cloud Management 2017.11 All All All

Application Microfocus Hybrid Cloud Management 2018.02 All All All

Application Microfocus Hybrid Cloud Management 2018.02 All All All

Application Microfocus Hybrid Cloud Management 2018.05 All All All

Application Microfocus Hybrid Cloud Management 2018.05 All All All

Application Microfocus Network Operations Management 2017.11 All All All

Application Microfocus Network Operations Management 2018.02 All All All

Application Microfocus Network Operations Management 2018.05 All All All

Application Microfocus Network Operations Management 2017.11 All All All

Application Microfocus Network Operations Management 2018.02 All All All

Application Microfocus Network Operations Management 2018.05 All All All

Application Microfocus Network Virtualization 12.50 All All All

Application Microfocus Network Virtualization 12.50 All All All

Application Microfocus Operations Bridge 2017.11 All All All

Application Microfocus Operations Bridge 2018.02 All All All

Application Microfocus Operations Bridge 2018.05 All All All

Application Microfocus Operations Bridge 2017.11 All All All

Application Microfocus Operations Bridge 2018.02 All All All

Application Microfocus Operations Bridge 2018.05 All All All

Application Microfocus Service Management Automation 2017.11 All All All

Application Microfocus Service Management Automation 2018.02 All All All

Application Microfocus Service Management Automation 2018.05 All All All

Application Microfocus Service Management Automation 2017.11 All All All

Application Microfocus Service Management Automation 2018.02 All All All

Application Microfocus Service Management Automation 2018.05 All All All

Application Microfocus Service Virtualization 1.00 All All All

Application Microfocus Service Virtualization 1.00 All All All

Application Microfocus Unified Functional Testing 12.50 All All All

Application Microfocus Unified Functional Testing 12.50 All All All
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References

Reference Source Link Tags

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com Vendor Advisory

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com Vendor Advisory

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com Vendor Advisory

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com Vendor Advisory

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com Vendor Advisory

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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