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Summary

CVE CVE-2018-6504

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-20 19:29:00 UTC

Updated 2023-11-07 02:59:00 UTC

Description A potential Cross-Site Request Forgery (CSRF) vulnerability has been identified in ArcSight Management Center (ArcMC) in all versions prior to 2.81. This vulnerability could be exploited to allow for Cross-Site Request Forgery (CSRF).

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microfocus Arcsight Management Center All All All All

Application Microfocus Arcsight Management Center All All All All

References

Reference Source Link Tags

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Micro Focus would like to thank Andy Tan for reporting the Insufficient Access
Control, Access Control Vulnerability, Reflected Cross Site Scripting, Cross-Site Request
Forgery (CSRF), and Unauthenticated File Download vulnerabilities to cyber-
psrt@microfocus.com.

There are currently no legacy QID mappings associated with this CVE.
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