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Summary

CVE CVE-2018-6529

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-06 20:29:00 UTC

Updated 2023-11-08 21:18:00 UTC

Description XSS vulnerability in htdocs/webinc/js/bsc_sms_inbox.php in D-Link DIR-868L DIR868LA1_FW112b04 and previous versions, DIR-865L DIR-865L_REVA_FIRMWARE_PATCH_1.08.B01 and previous versions, and DIR-860L DIR860LA1_FW110b04 and previous versions allows remote attackers to read a cookie via a crafted Treturn parameter to soap.cgi.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dir-860l - All All All

Hardware D-link Dir-860l - All All All

Operating System D-link Dir-860l Firmware All All All All

Hardware D-link Dir-865l - All All All

Hardware D-link Dir-865l - All All All

Operating System D-link Dir-865l Firmware All All All All

Hardware D-link Dir-868l - All All All

Hardware D-link Dir-868l - All All All

Operating System D-link Dir-868l Firmware All All All All

Hardware Dlink Dir-860l - All All All

Operating System Dlink Dir-860l Firmware All All All All

Hardware Dlink Dir-865l - All All All

Operating System Dlink Dir-865l Firmware All All All All

Hardware Dlink Dir-868l - All All All

Operating System Dlink Dir-868l Firmware All All All All

References

https://cve.report/
https://cve.report/CVE-2018-6529/mitre
https://cve.report/CVE-2018-6529/nist
https://cve.report/CVE-2018-6529/cve_org
https://cve.report/CVE-2018-6529.pdf
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-860l
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-860l
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-860l_firmware
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-865l
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-865l
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-865l_firmware
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-868l
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-868l
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dir-868l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dir-860l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dir-860l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dir-865l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dir-865l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dir-868l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dir-868l_firmware


Reference

GitHub - TheBeeMan/Pwning-multiple-dlink-router-via-SOAP-proto: 日前我发现了D-Link DIR 880L/865L/868L/860L路由器存在多个XSS和命令注入漏洞，最主要的问题是路由器未对用户输入进行检查，导致恶意数据请求被执行，最终被远程攻击者控制整个设备。

ftp2.dlink.com/SECURITY_ADVISEMENTS/DIR-865L/REVA/DIR-865L_REVA_FIRMWARE_PAT...

FTP2.DLINK.COM/SECURITY_ADVISEMENTS/DIR-860L/REVA/DIR-860L_REVA_FIRMWARE_PAT...

FTP2.DLINK.COM/SECURITY_ADVISEMENTS/DIR-868L/REVA/DIR-868L_REVA_FIRMWARE_PAT...

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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