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CVE Program / NVD first with legacy fallback
2018-02-02 14:29:00 UTC
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In dbus-proxy/flatpak-proxy.c in Flatpak before 0.8.9, and 0.9.x and 0.10.x before 0.10.3, crafted D-Bus messages to the hc
| i

Risk And Classification

Problem Types: CWE-436

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Flatpak Flatpak All All All All
Flatpak Flatpak All All All All
Flatpak Flatpak All All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server Aus 7.6 All All All
Redhat Enterprise Linux Server Aus 7.6 All All All
Redhat Enterprise Linux Server Eus 7.5 All All All
Redhat Enterprise Linux Server Eus 7.6 All All All
Redhat Enterprise Linux Server Eus 7.5 All All All
Redhat Enterprise Linux Server Eus 7.6 All All All
Redhat Enterprise Linux Server Tus 7.6 All All All
Redhat Enterprise Linux Server Tus 7.6 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
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References

Reference Source
Red Hat Customer Portal REDHAT
Release Release 0.8.9 (old stable release) - flatpak/flatpak - GitHub CONFIRM
Release Release 0.10.3 - flatpak/flatpak - GitHub CONFIRM
Fix vulnerability in dbus proxy - flatpak/flatpak@52346bf - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
access.redhat.com
github.com
github.com
github.com
WWW.Cve.org

nvd.nist.gov

Tags

Third Party Advisory
Release Notes
Release Notes

Patch, Vendor Advisory
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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