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CVE CVE-2018-6608
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-03-28 21:29:00 UTC
Updated 2018-04-23 13:10:00 UTC
Description In the WebRTC component in Opera 51.0.2830.55, after visiting a web site that attempts to gather complete client informati

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Opera Opera Browser 51.0.2830.55 All
Application Opera Opera Browser 51.0.2830.55 All

Edition

All

All

Language
All

All

References

Reference

VPN Leak - VoidSec

GitHub - VoidSec/WebRTC-Leak: Check if your VPN leaks your IP address via the WebRTC technology
VPN Web RTC Leak - Google Sheets

Many VPN Providers Leak Customer's IP Address via WebRTC Bug

VPN leaks users’ IPs via WebRTC | Hacker News

CVE Program record

NVD vulnerability detail

1]

Source

MISC

MISC

MISC

MISC

MISC

CVE.ORG

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link

voidsec.com
github.com
docs.google.com
www.bleepingcomput
news.ycombinator.col
WWwWWw.Cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2018-6608/mitre
https://cve.report/CVE-2018-6608/nist
https://cve.report/CVE-2018-6608/cve_org
https://cve.report/CVE-2018-6608.pdf
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
https://voidsec.com/vpn-leak/
https://github.com/VoidSec/WebRTC-Leak
https://docs.google.com/spreadsheets/d/1Nm7mxfFvmdn-3Az-BtE5O0BIdbJiIAWUnkoAF_v_0ug/edit?usp=sharing
https://www.bleepingcomputer.com/news/security/many-vpn-providers-leak-customers-ip-address-via-webrtc-bug/
https://news.ycombinator.com/item?id=16699270
https://www.cve.org/CVERecord?id=CVE-2018-6608
https://nvd.nist.gov/vuln/detail/CVE-2018-6608
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