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Summary

CVE CVE-2018-6692

State PUBLIC

Assigner psirt@mcafee.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-21 14:29:00 UTC

Updated 2023-11-07 03:00:00 UTC

Description Stack-based Buffer Overflow vulnerability in libUPnPHndlr.so in Belkin Wemo Insight Smart Plug allows remote attackers to bypass local security protection via a crafted HTTP post packet.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Belkin Wemo Insight Smart Plug - All All All

Hardware Belkin Wemo Insight Smart Plug - All All All

Operating System Belkin Wemo Insight Smart Plug Firmware - All All All

Operating System Belkin Wemo Insight Smart Plug Firmware - All All All

References

Reference Source Link Tags

'Insight' into Home Automation Reveals Vulnerability in Simple IoT Product | McAfee Blogs securingtomorrow.mcafee.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Doug McKee and the McAfee Advanced Threat Research team.

There are currently no legacy QID mappings associated with this CVE.
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