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CVE CVE-2018-6707
State PUBLIC
Assigner psirt@mcafee.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-14 00:29:00 UTC
Updated 2023-11-07 03:00:00 UTC
Description Denial of Service through Resource Depletion vulnerability in the agent in non-Windows McAfee Agent (MA) 5.0.0 through !

/ |
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mcafee Agent 5.5.0 All All All
Application Mcafee Agent 5.5.1 All All All
Application Mcafee Agent 5.5.0 All All All
Application Mcafee Agent 551 All All All
Application Mcafee Agent All All All All
Reference

McAfee Security Bulletin - McAfee Agent update fixes multiple low severity security issues in non-Windows versions (CVE-2018-6705, CVE-2(
McAfee Agent CVE-2018-6707 Local Denial of Service Vulnerability
CVE Program record

NVD vulnerability detail

1]

Vendor Comments And Credit

Discovery Credit

LEGACY: McAfee credits Brandon Vincent for discovery of this vulnerability.
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There are currently no legacy QID mappings associated with this CVE.
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