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Summary

CVE CVE-2018-6790

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-07 02:29:00 UTC

Updated 2019-08-06 17:15:00 UTC

Description An issue was discovered in KDE Plasma Workspace before 5.12.0. dataengines/notifications/notificationsengine.cpp allows remote attackers to discover client IP addresses via a URL in a notification, as demonstrated by the src attribute of an IMG element.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Plasma-workspace All All All All

Application Kde Plasma-workspace All All All All

References

Reference Source Link Tags

cgit.kde.org/plasma-workspace.git/commit CONFIRM cgit.kde.org Vendor Advisory

Red Hat Customer Portal REDHAT access.redhat.com

⚙ D10188 Sanitise notification HTML CONFIRM phabricator.kde.org Issue Tracking, Vendor Advisory

cgit.kde.org/plasma-workspace.git/commit CONFIRM cgit.kde.org Vendor Advisory

Plasma 5.12.0 Complete Changelog - KDE.org CONFIRM www.kde.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377480 Alibaba Cloud Linux Security Update for kde-workspace (ALINUX2-SA-2019:0064)

https://cve.report/
https://cve.report/CVE-2018-6790/mitre
https://cve.report/CVE-2018-6790/nist
https://cve.report/CVE-2018-6790/cve_org
https://cve.report/CVE-2018-6790.pdf
http://cve.report/vendor/kde
http://cve.report/software/kde/plasma-workspace
http://cve.report/vendor/kde
http://cve.report/software/kde/plasma-workspace
https://cgit.kde.org/plasma-workspace.git/commit/?id=5bc696b5abcdb460c1017592e80b2d7f6ed3107c
https://access.redhat.com/errata/RHSA-2019:2141
https://phabricator.kde.org/D10188
https://cgit.kde.org/plasma-workspace.git/commit/?id=8164beac15ea34ec0d1564f0557fe3e742bdd938
https://www.kde.org/announcements/plasma-5.11.5-5.12.0-changelog.php
https://www.cve.org/CVERecord?id=CVE-2018-6790
https://nvd.nist.gov/vuln/detail/CVE-2018-6790
http://cve.report/qid/377480
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