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CVE-2018-6794

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomnacLrrnunsucnivan Gertain versions of Debian Linux from Debian contain the foIIowing
vulnerability:

Suricata before 4.0.4 is prone to an HTTP detection bypass
vulnerability in detect.c and stream-tcp.c. If a malicious server breaks a
normal TCP flow and sends data before the 3-way handshake is
complete, then the data sent by the malicious server will be accepted
by web clients such as a web browser or Linux CLI utilities, but ignored
by Suricata IDS signatures. This mostly affects IDS signatures for the HTTP protocol and TCP
stream content; signatures for TCP packets will inspect such network traffic as usual.

CVE-2018-6794 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: SEEMEDIN) |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE |
CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[[NONE) [[NONE |

CVE References
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https://cve.report/
https://cve.report/CVE-2018-6794/mitre
https://cve.report/CVE-2018-6794/nist
https://cve.report/CVE-2018-6794/cve_org
https://cve.report/CVE-2018-6794.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

|ISEVURIT Y] [ULA
1603-1] suricata
security update

Suricata < 4.0.4 -
IDS Detection
Bypass - Multiple
dos Exploit

Suricata 4.0.4
available! |
Suricata

Next/20180129/v13
by victorjulien - Pull
Request #3202 -
OISF/suricata -
GitHub

Security #2427:
Suricata 3.x.x and
4 .x.x do not parse
HTTP responses if
tcp data was sent
before 3-way-
handshake
completed -
Suricata - Open
Information
Security
Foundation

[ Maling F1St

Third Party Advisory
lists.debian.org
text/html

Vendor Advisory
text/html

Third Party Advisory

text/html

Third Party Advisory

k(—) IVILIS I [OeDIdI-IS-dlrourice] £uU 1o 1£u4 |[SEVURIT Y] [ULA 10US- 1] SuriCdld secul
update

% EXPLOIT-DB 44247

() CONFIRM suricata-ids.org/2018/02/14/suricata-4-0-4-available/

) CONFIRM
github.com/OISF/suricata/pull/3202/commits/e1ef57c848bbe4e567d5d4b66d346a74

# CONFIRM redmine.openinfosecfoundation.org/issues/2427

redmine.openinfosecfoundation.org

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type

Operating
System

Operating
System

Application

Application

Vendor

Debian

Suricata-ids

Suricata-ids

Product Version Update Edition Language
Debian Linux 8.0 All All All
Debian Linux 8.0 All All All
Suricata All All All All
Suricata All All All All

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:*:*:*:*:

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:*:*:*:*:


https://lists.debian.org/debian-lts-announce/2018/12/msg00000.html
https://www.exploit-db.com/exploits/44247/
https://suricata-ids.org/2018/02/14/suricata-4-0-4-available/
https://github.com/OISF/suricata/pull/3202/commits/e1ef57c848bbe4e567d5d4b66d346a742e3f77a1
https://redmine.openinfosecfoundation.org/issues/2427
mailto:%20comment@cve.report
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/suricata-ids
http://cve.report/software/suricata-ids/suricata
http://cve.report/vendor/suricata-ids
http://cve.report/software/suricata-ids/suricata

No vendor comments have been submitted for this CVE
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